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A BORDER GUARD DETACHMENT MANAGEMENT SYSTEM TAKING INTO ACCOUNT
ITS CAPACITY TO FUNCTION UNDER MARTIAL LAW

A methodical approach to choosing a rational variant of building a border guard detachment management
system is proposed, taking into account its ability to function under martial law. This approach will make it
possible to choose a rational variant of building a management system under martial law, to study certain
properties of the management system, and also to clarify the requirements for both the management system
as a whole and its individual subsystems on the basis of a generalised quality indicator or individual quality
indicators of the main properties inherent in the management system even before the start of operational
activities (combat operations).
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Statement of the problem. A border detachment (Border Guard Detachment) is the main body of state
border protection (SBP) in the overall structure of the State Border Guard Service of Ukraine (SBGS), which
directly performs the tasks assigned to the SBGS [1]. With the introduction of amendments to the legislative
acts of Ukraine on the protection of the State Border of Ukraine [2], in addition to the functions defined in the
Law of Ukraine "On the State Border Guard Service of Ukraine" [3], under martial law, the PRCS is entrusted
with a defensive function related to the performance of tasks as part of the defence forces.

In order to achieve the defined goals by the PSC, it is necessary to manage the forces and means of the
detachment as objects of management and the main activities (processes). Thus, the issue of choosing a rational
option for building a control system (CS) of the PFCS, which will provide a process of targeted influence to aintain
the readiness of the forces and means of the detachment to perform assigned tasks, their training and successful
completion of tasks during operational activities, operations under martial law, remains relevant.

Analysis of recent research and publications. The issue of a comprehensive study of the functioning
of military command and control systems has been considered in many studies and scientific publications.
The monograph [4] analyses the military command and control system in terms of decision-making by military
command and control bodies and concludes that it is advisable to analyse such systems from the perspective
of the theory of organisational systems management.

Some areas of research on the functioning of the military command's ICS in a state of emergency are reflected
in the scientific works of V. Batsamut, S. Belyi, O. Shmakov, O. Oleshchenko, S. Horelyshev, E. Bashkatov, and
others. In particular, work [5] substantiates the structure of the military command's ICS in a state of emergency.

The issues related to the development of scientific and methodological support for assessing the SCS of
the SBGS bodies were studied in their works by O. Hluzdan, V. Hluzdan [6]. They proposed a scientific and
methodological apparatus for substantiating the process of forming the organisational management structure
(OMS) of the BGSU bodies, and considered methodological approaches to assessing the level of their
development. The general approaches to the creation, deployment of the elements of the BCS OMS and its
evaluation are reflected in the regulatory documents of the border agency [8].

However, it should be noted that the issues of choosing a rational variant of the construction of the SCPE
during the performance of tasks under martial law have not received sufficient attention in scientific
publications. This is what determines the relevance of the declared topic of the article.
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The purpose of the article is to propose a methodological approach which allows exploring alternative
options for organizing the CPS and selecting the best option for its construction under martial law, taking into
account the ability to function in these conditions.

Summary of the main material. The SCMS is understood as a set of functionally interconnected control
bodies (CB), control points (CP) and control means [4, 8]. Each of these elements has a specific purpose and
performs relevant functions, and in the presence of certain relationships between them, a new property of the
system is created - ensuring the activities of the MA.

The methodological approach to choosing a rational variant of the PSCS organisation includes five stages
of the study (see Figure 1 for a schematic diagram).

The first stage is to set the research task. Based on the results of the analysis, it can be argued that the current
CPS of the CCDS generally allows to implement the functions of ensuring the security of the AC in peacetime.
However, it belongs to the traditional hierarchical management structures [7], and therefore is not flexible enough
and does not allow for a prompt response to changes in the external environment, in particular to military threats.

Thus, the requirements of certain specific laws of governance are violated, and there are inconsistencies
and partial contradictions of a methodological nature in the CJSU, which in combination cause contradictions
between the current state of the process of exercising the CJSU's functions under martial law and the required
level of quality of their implementation.

The presence of this contradiction prompts an assessment of the capacity of the CJSU to function under martial
law for the purpose of its further improvement. The capability of the ACS is defined as the ability of the system  to
achieve the required result when performing tasks under martial law using available resources (capabilities) [9].

1 Setting the research task
v

2 Formation of initial data for the study
(analytical research stage)

Analysis of the PSCS as a complex Analysis of factors influencing the functioning
organisational and technical system systems of the CPSS under martial law

A 4

v

3 Scientific and methodological support of the study
(stage of scientific and methodological research)

Formation of a set of indicators and criteria Determining the boundaries of the intervals
for assessing the ability of the CPS »| 1in which the capacity indicators of the PACS
to function under martial law should be

v v

Selection of mathematical models (complex model) for assessing the components of the CPS
to function under martial law

v

Development of a methodology for assessing the ability of the CPS to function under martial law

v

4 Conducting a computational experiment
(experimental research stage)

Preparing and conducting a computational R Processing the results
experiment " computational experiment

v

5 Selection of a rational variant of the PRICZ system construction
under martial law (empirical research stage)

Figure 1 — Block diagram of the methodological approach to determining the rational variant of building
the SCADA system under martial law
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The object of the study is the process of functioning of the ACS, the subject is the quality of functioning of the
ACS under martial law. The obtained result will make it possible to improve the quality of the ACS to a certain
level. The process of building a rational structure of the ACS for performing tasks in a complex (multidimensional)
martial law operational environment should be implemented in the following order (Figure 2).

Final state Expected outcome of the JFO (hostilities)
v e
Objectives of the SU ! What SU PRIKZ needs to achieve
! B
Capabilities Effects to be generated in different areas of operation
SU i
e
Elements of the system Carriers of the capacity of the CPS
v e
Structure i Combining the carriers of the SC capability into a structure that
SU i will ensure the implementation of the PRCS capability

Figure 2 — Procedure for building a rational structure of the CMCS for functioning
in a complex martial law operational environment

The second stage is the formation of initial data for the study. It involves analysing the CPS as a complex
organisational and technical system and the factors that affect its functioning under martial law. This requires
the use of system analysis, the purpose of which is to study the CMCS in detail in order to make a decision on
further improvement of the system and select the best option for its construction under martial law. The tasks
of the system analysis are as follows: determination of the management goal; primary decomposition of the
ACS with the allocation of the management subsystem (management subjects), managed subsystem
(management objects), control units, control means; determination of tasks assigned to the ACS; study of the
ACS compliance with the requirements; determination of its functional features; study of the information
characteristics of the system; determination of indicators and methodological approach to assessing its ability
to function under martial law; generalisation of the results.

The ability of the CMCS to function under martial law is significantly affected by a set of factors (external
and internal) that can be either useful — to contribute to the successful conduct of JFO (combat operations), or
harmful — to counteract success. These factors affect the elements of the command and control system
(MA, PU, communication system, ACS) and the overall process of command and control, and therefore
require systematisation and detailed analysis.

Each factor has its own definition area. In the area of determination of the factors, it is necessary to find
their maximum and minimum values, which are used further during the computational experiment and obtain
the dependencies of the factors' influence on the capacity of the PACS.

The third stage is the scientific and methodological support of the study. Defining indicators and criteria ~ for
evaluating any system is always a difficult task. In the course of the study on assessing the capacity of the PACS,
we believe that the quality of the system and the efficiency of the processes implemented by the system should be
assessed, for which it is advisable to introduce the concept of "indicators and criteria of system quality and
efficiency", which will indicate the reaction of the system under study to the impact of various factors.

The purpose of the study requires a universal methodological approach to assessing the existing capabilities
of the CPSS, which will allow to evaluate each element of the capability. We believe that the DOTMLPFI
methodological approach is appropriate, since it will not require significant costs for the work of experts, will
contribute to an objective assessment of existing capabilities, and the conclusions obtained can be used to
justify a programme for further development of the CPSCU capabilities to build its rational structure for
functioning under martial law [9].
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The authors use the following basic components as the basis for assessing existing capabilities using
the DOTMLPFI methodological approach.

D — doctrine (doctrinal (regulatory) framework). It is characterised by the existence of concepts, guidelines,
principles of application, standard operating procedures and other regulatory documents.

O - organisation (organisation of the CMCS). It is characterised by the elements that ensure the
organisational sustainability of the IPPCS and create the appropriate capacity. The selection of indicators for
assessing this component is carried out taking into account the factors that affect the quality (efficiency) of
the IPPCS functioning and the requirements.

T — training. The existence of a training system (individual and collective preparedness of the EI staff) that
creates capacity.

M — materiel (resource provision). Provision of the necessary weapons, military equipment, command and
control equipment, equipment, stocks of material and technical means and consumables, as well as financial
and other resources.

L — leadership (quality of management and education). Adequate level of education and training of the
management staff of the EI at all levels.

P — personnel. Availability of qualified and motivated MA staff.

F — facilities. The availability and readiness of the FM (facilities and separate structures) intended to ensure
that the MA performs its management tasks, as well as to accommodate and ensure their vital functions.

I — interoperability. The doctrinal (normative), operational, software and technical compatibility of the
IACS for joint actions as part of the defence forces.

The capacity assessment using the DOTMLPFI approach should be based on partial mathematical models
for assessing each of these components.

The condition of minimising material costs for its construction and maintaining the required level of combat
readiness should be used as a cost indicator of the functioning of the SCPE.

Assessing the capacity of the PCS and its components involves the use of scaling methods, and each of the
generalised indicators (components of capacity) can be represented as a set of partial indicators, taking into
account the importance coefficients, the values of which can be obtained by expert assessment.

The level of capacity of the PQMS is assessed using different types of scales: nominal, interval, absolute,
etc. As an option, it is proposed to use the Harrington verbal scale.

The fourth stage of research — conducting a computational experiment. It should be carried out to determine the
dependencies of the influence of the main factors on the selected indicators of the PQMS capability. The results of
the computational experiment can be processed using the Microsoft Office Excel spreadsheet processor.

The fifth stage of research — selection of a rational variant of the ACS construction under martial law. It is
advisable to determine the options for building the ACS and develop proposals for choosing the most rational
option using the methods of vector optimization theory.

Decision-making in multi-criteria nonlinear optimisation is to determine the admissible set of alternatives
(options) that meet the requirements for the PQMS. In the admissible set of alternatives (options), there is a
subset of "Pareto-efficient" (compromise) system alternatives that cannot be improved simultaneously for all
indicators without worsening the value of at least one of them [10].

To determine the options for building a PQMS, one should use the conditions for solving the inverse problem
of multi-criteria nonlinear optimisation, based on the following assumptions: the degree of achievement of the
overall goal increases if the degree of achievement of all partial goals increases (each goal is represented by a
corresponding quality/efficiency criterion); the degree of achievement of the overall goal increases if the degree of
achievement of individual goals increases, while the degree of achievement of others does not decrease.

The choice of a rational variant of building the PCMS should be made using the obtained regression
equations and the area of determining the factors, the results of which can be presented in the following form:
a set of "Pareto-efficient” solutions (variants of building the PCMS), from which to choose any, since these
solutions are obtained on the basis of a compromise; the most rational solution (variant) for building the PCMS
according to the conditional criterion of superiority.

Conclusions
Thus, the choice of a rational variant of the ACS construction, taking into account its ability to function

under martial law, is a complex and multifaceted problem, the relevance of which is confirmed by the current
conditions of conducting JFO (combat operations). The proposed methodological approach makes it possible,
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even before the beginning of the JFO (combat operations), to select a rational variant of the ACS construction,
taking into account its ability to function in martial law, to study individual properties of the system (efficiency,
stability, survivability, etc.), as well as to specify the requirements for both the ACS as a whole and its
individual subsystems on the basis of a generalized quality indicator or individual quality indicators of the
main properties inherent in the ACS.

Prospects for further research include the development of scientific and methodological support for
assessing the ability of the CPS to function under martial law, its verification and comparative analysis.
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METOAUYHHUMA NIJIXIJI 10 BUBOPY PAIIIOHAJIBHOI'O BAPIAHTA IIOBYJIOBA
__ CHCTEMMU YIIPABJIIHHA TPUKOPTOHHOI'O 3AI'OHY 3 YPAXYBAHHSIM
II CITPOMOKHOCTI 10 ®YHKIIIOHYBAHHA B YMOBAX BOEHHOI'O CTAHY

3anpononosano memoouunuii nioxio 0o eudOpy payioHarbHO20 8apianma nodyoosu cucmemu YNpaeiiHHs;
NPUKOPOOHHO20 3020HY 3 YPAXYBAHHSM iT CHPOMONCHOCII (DYHKYIOHY8amuU 8 YMOBAX B0EHH020 cmany. Jlocsienents
3020HOM OXOPOHU KOPOOHY BUSHAYEHUX Yinel NompeOye YNpasninHa Hoeo cuiamu i 3acobamu (K 06 'ekmamu
VIpAGNinHs) ma OCHOBHOW OistbHicmio (npoyecamu). Tomy axkmyanvHum 80a4acmbCsa NUMAHHA BUOOPY
PayionanbHoeo eapianma nobyoosu Cucmemu YRpaeuiHHs NPUKOPOOHHUM 3A20HOM, WO 3a0e3neuums npoyec
YiNecnpsamMoB8ano2o GnAUGY HA NIOMPUMAHHS 20MOGHOCMI CUNL | 3aco0i@ 3ae0ny 00 BUKOHAMHS 3060aHb 34
NPUSHAYEHHAM, NIO20MOBKY M YCHiuHe GUKOHAHHS NOCMABNIEHUX 3A60aHb N0 4ac ONepamueHoi OislbHOCMI,
onepayii (botiogi 0ii). 3 oensidy Ha me, WO YNPAGNIHHA NPUKOPOOHHUM 3A20HOM CHIAHOBUMb CKIAOHY
OpeaHi3ayiiHo-mexHiuny cucmemy, udip payioHarbHozo éapianma ii noby0osu nio Yac 8UKOHAHHS 3a60aHb 6
YMOBAX BOEHHO2O0 CAHY BUMALAE 3ACMOCYBAHHS CUCTMEMHO-YITLO8020 MEMOOUUHO20 NIOX00Y 3 YPaXyEaHHAM
30amHocmi cucmemu Ynpasiinis QyHkyionyeamu 6 yux ymogax. CymHicms 3anponoHo8ano2o nioxooy noiseac 8
MAKOMY: YDAXy8aHHsL YUHHUKIG, SIKI OOIPYHIMOBYIONb GUMORU 00 CUCHEMU YIPABTIIHHS, NOOY008A MAMeMaAMUuyHOL
Mooeni PYHKYIOHY8aHHST cUucmeMy YAPAGTIHHA, GUIHAYEHHST CHPOMOICHOCIE CUCEMU YAPAGTIHHS, NPOBEOeHHs.
BEKMOPHOI ONMUMI3aAYIL (NPULHAMMS piluerb 3a bazamovMa Kpumepiamu) O1si 6ubOpy HAUOLIbW PAYIOHAILHO20
sapianma nodyoosu cucmemu YNpaeuinHs NPUKOPOOHHUM 3A20HOM.

Memoouunuii nioxio 00 6U3HAYeHHS PAYIOHAIbHO20 Gapiauma nobyooeu cucmemu YNpasiiHHs
NPUKOPOOHHUM 3A20HOM YMOBHO nepeddauac n’smv emanie OO0CHONCEHHs: NOCMAHOBKA 3A680AHHS
00CHIONCEHHS, POPMYBANHSL BUXIOHUX OAHUX, HAYKOBO-MEMOOUUHE 3a0e3NeHUeHHs 00CIONCEHHS, NPOBEOCHHS
00UUCTIINBATILHOSO EKCNEPUMEHNTY, BUBHAYEHHS PAYIOHATLHO20 6apiaHma nobyooeu cucmemu YNpagiiHHs
NPUKOPOOHHUM 3A20HOM 8 YMOBAX B0EHHO20 CINAHY.

3anpononosanuii Mmemoouurull nioxio oacmv 3mMo02y 00 NOYAMKY ONEPAMUBHO-POZULYKOBOIL OISIbHOCHI
(botiosux 0iti) subpamu payioHaIbHUL apianm nody008u CUCmeMu YRPAGIIHHS 3a20HOM OXOPOHU KOPOOHY 3
VPAaxy8aHHaM 1020 30aMHOCMI QYHKYIOHY8AMU 6 YMOBAX BOEHHO20 CMAHY, O00CHIONCYBAMU OKpeMi
61ACMUBOCTE CUCTEMU YAPABTIHHS, A MAKOIC YIMOUHIOBAMU BUMOSU K 00 CUCMEMU MEHEONCMEHNY 8 YITOMY,
mak i 00 oOKpemux ii niocucmem Ha OCHOBI Y3A2AlbHEH020 NOKA3ZHUKA AKOCMI YU OKPeMUX NOKA3HUKI8 IKOCHI
OCHOBHUX 61ACMUBOCHIET, NPUMAMAHHUX CUCTHEMI MEeHeOI CMEeHN).

Knrouosi cnosa: socnnuii cman, npukOpOOHHUU 302iH, YAPAGAIHHA CUlamMu U 3acobamu, cucmemd
VAPABNIHHA, AKICMb YAPAGIIHHSA, CNPOMOICHICINb, OYIHIOBAHHS, UDID PAYIOHATLHOL CIPYKIYPU.
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