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ANALYSIS OF DECISION-MAKING SUPPORT SYSTEMS IN THE PERFORMANCE
OF SERVICE AND COMBAT TASKS BY THE SECURITY FORCES OF UKRAINE

The author analyzes an existing decision-making support systems for the security forces of Ukraine.
1t is determined that military decision-making requires a multifactorial approach and a deep understanding
of one's capabilities, strategic goals and tactical circumstances. Each stage of military operations requires
careful analysis and development of effective strategies to achieve the set goals.

Support systems have a wide range of tools, techniques and technologies aimed at ensuring effective
management of the country's security. Improving and developing decision support systems in this area is an
ongoing process that requires a combination of strategic vision, technical knowledge and flexibility
in response to new challenges and threats.
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Statement of the problem. A modern strategy for achieving information superiority over the enemy, based
on the introduction of the latest information technologies (IT) into management systems, has become a key
factor that determines the effectiveness of state and military leadership. From now on, the reliable functioning
of information systems becomes critical to ensure the stability of these bodies. Information superiority is an
integral tool that allows the command to make the most effective use of dispersed groups of heterogeneous
forces in the decisive operations, to increase the level of protection of military units, to put into operation the
groupings, the composition of which most closely corresponds to the assigned tasks, as well as to carry out
flexible and targeted logistical support.

Achieving information superiority and maintaining it requires the implementation of measures aimed
at undermining control systems, decision-making processes, as well as destroying computer and information
networks and systems of the enemy. Thus, the latest IT is turning into a fundamental element of modern
armed confrontation. With their introduction, the range of possible scenarios for the resolution and conduct
of armed conflicts is expanding, in particular with the use of detailed planning and forecasting of their
consequences in all spheres — political, economic, military and others.

The use of IT creates opportunities for the development of new systems and forms of armed struggle with
fundamentally new properties. In other words, IT makes it possible not only to collect, analyze, process and
interpret data more qualitatively, but also, due to its system-forming role, opens up new prospects for
the development and improvement of both theoretical and experimental methods of scientific research in the
field of automation of military control, the creation of promising samples of weapons and military equipment
and the improvement of existing ones [1].

If during decision-making the uncertainty of the situation is considered as a lack or insufficiency
of the necessary information, then using the theory of information, it is possible to determine the level of this
uncertainty through the function of belonging to fuzzy sets. This makes it possible to calculate the information
entropy and establish the desired threshold of reliability, which is considered sufficient for making a decision.
This approach contributes to increasing the effectiveness of decisions during combat operations [1-4].

In addition to the technologies of preparation and decision-making, the structure of the information and
analytical system, its integration, as well as the quality of ensuring the management processes of the security
forces have asignificant impact on the quality of management of the military forces in modern conditions.
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An important role is played by the content and completeness of the analyzed data. Since the basis of
management processes are decisions made by management bodies, the information and analytical system must
first of all ensure effective preparation and adoption of these decisions. The quality of the decisions made will
determine not only the effectiveness of the management system itself, but also the results of other processes
of service and combat activities, on which the overall success of military operations and security depends.

Therefore, decision support systems that ensure the performance of service and combat tasks by security
forces need to be improved and developed.

Analysis of recent research and publications. The problems of information and analytical support of the
control bodies of the security forces of Ukraine are considered in the works [1-5]. A significant contribution
to the study of problematic issues of the impact of information and analytical support of the security and
defense forces of Ukraine on state security was made by the following scientists: Yu. H. Danyk,
H. A. Drobakha, M. O. Yermoshyn, O. Yu. Iokhov, S. A. Mykus, Ye. B. Smirnov, V. H. Solonnikov,
K. O. Sporyshev, L. O. Kyrychenko, V. O. Krainov, V. I. Tkachenko.

The studies [6, 7, 8] provide general information on the processes of modeling control and communication
systems.

The purpose of the article of the article is to analyze the existing decision-making support systems of the
security forces of Ukraine.

Summary of the main material. Simulation models and simulations of military or combat operations
are used to analyze and simulate various aspects of military operations. These tools allow conducting virtual
trainings, studying strategies, evaluating and analyzing options, as well as improving tactical and strategic
decisions. Here are some typical simulation models and simulations in this context [3, 4].

JTLS (Joint Theater Level Simulation) is an example of a large-scale simulation system for analysis
and training at the theater level.

VBS3 (Virtual Battlespace 3) is a simulator designed to simulate various aspects of combat operations and
military operations. It is used for training, analysis and study of tactical decisions.

CMANO (Command: Modern Air/Naval Operations) is a simulation game aimed at simulating modern
air and naval operations. It allows you to analyze tactical scenarios and strategies.

SIMDIS (Simulation Display System) is used to visualize simulation data, as well as to analyze the
movement of military units, simulate atmospheric and obstacle conditions, etc.

ACE (Advanced Computerized Environment) is a platform for creating simulation models and simulating
military operations. Provides opportunities for training and exploration.

DI-Guy is used to simulate the appearance and movement of military personnel in various scenarios.

These tools help military specialists analyze various scenarios, improve strategies, train military personnel,
and study the impact of various factors on the results of military operations. In addition, they can be used
to study new technologies and tactics in the military sphere.

Strategic and tactical military decision-making requires careful planning, analysis, and effective resource
management. There are different approaches to this process, which may vary depending on the specific
situation, methodology, and scope of military operations. Here are some general approaches to strategic
and tactical military decision-making [1, 2, 3].

Strategic decision-making:

— the use of a systematic approach to consider the whole picture of military operations, taking into account
various interrelations and the influence of various factors;

— assessment of the internal strengths and weaknesses of one's own troops and enemy troops in order
to develop strategies that maximize the advantages and compensate for the shortcomings;

—taking into account such geopolitical factors as geographical location, resources and geostrategic
importance of regions;

—assessment of potential threats and opportunities arising from the external environment for the
formulation of security and defense strategies.

Tactical decision-making [1-4]:

—use of SWOT analysis (Strengths, Weaknesses, Opportunities, Threats) to identify strategic advantages,
weaknesses and opportunities, as well as to identify potential threats;

—development of various courses of action, taking into account various possible options for
the development of events and determining the most optimal;

— the ability to quickly adapt to changes in the military environment and respond to unforeseen circumstances;
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— leadership and teamwork for effective coordination of actions on the battlefield;

— the use of modern technologies to increase efficiency and ensure an advantage in the confrontation.

Military decision-making requires a multifactorial approach and a deep understanding of one's own
capabilities, strategic goals, and tactical circumstances. Each stage of military operations requires careful
analysis and the development of effective strategies to achieve the goals.

MDMP (Military Decision-Making Process) is a standard approach to strategic and tactical military
decision-making, which is used in the armies of many countries. The main goal of MDMP is to systematize
and standardize the military planning and decision-making process. It takes into account numerous aspects to
ensure the effectiveness and success of military operations.

The main steps of MDMP are as follows [4].

Mission Analysis is the first stage at which the commander analyzes the task (mission), collects information
about the situation and assesses the initial conditions.

Course of Action Development. At this stage, possible courses of action are generated to complete
the mission. Each course is carefully designed and evaluated taking into account various factors: enemy forces,
terrain, time and resources.

Course of Action Analysis. The commander and his staff evaluate each course of action, comparing them
according to various criteria: effectiveness, risks, cost.

Course of Action Selection. The commander chooses the most optimal course of action, taking into account
the results of the assessment and the analysis carried out at the previous stages.

Orders Production. At this stage, an order is generated, which includes all the necessary details for
the implementation of the chosen course of action, in particular, tasks for departments, determination
of resources and communications.

Execution. The execution of the order begins, and the commander monitors the development of the
situation, makes the necessary changes to the execution of tasks.

MDMP is defined by structure, discipline, and decision-making orientation in a military context. Its main goal
is to provide headquarters and commanders with effective tools for planning and managing military operations.

JTLS (Joint Theater Level Simulation) is a large-scale military computer simulation system used
for training and training in joint operations at the theater level. This system is designed to simulate and analyze
military operations in real time over large areas, taking into account various aspects: logistics, communications,
fire support, intelligence, engineering, etc. [5].

The main features and functions of JTLS include the following:

— modeling of various aspects of combat operations, taking into account various components of the modern
combat environment, in particular land, air and sea forces;

— modeling of such logistical aspects as supply, transport, maintenance, ammunition, etc.;

— taking into account the capabilities of fire support, artillery, aviation and other fire systems;

— real-time modeling of communication systems and command and control structure;

— taking into account the actions of intelligence means and collecting information;

— providing military personnel with the opportunity to use the system to train and prepare for real situations;

— the ability to model different types of conflicts, including symmetric and asymmetric threats.

JTLS enables military teams and analysts to perform real-time analysis and planning, improving their
decisions and strategies in a virtual military environment.

The development of military affairs is mainly based on the analysis of the experience of past wars and
armed conflicts, but in modern conditions, computational experiments using various kinds and scales
of mathematical models and modeling complexes are becoming more and more widespread, with the help
of which it is possible to predict the nature, forms and types of armed conflicts, to test new weapons, new
technologies for organizing and conducting military operations.

Today, there are various tendencies in the application of the mathematical description of the armed
confrontation, in particular, a mathematical description based on the comparison of combat potentials, logical-
analytical methods characterized by the representation of real processes and systems in the form of obvious
functional dependencies (scenarios, stages of decisive rules), simulation, which describes the apparatus
of making more frequent decisions with an element of probability (target hit/not hit, detected/not detected,
etc.) [6, 7, 8]. For processes and systems with a complex nature of behavior (such are the processes of armed
struggle), when mathematical formalization is impossible, which provides an analytical solution to the
problem, the only approach to the study is the use of simulation modeling methods [1, 4].
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When designing models of armed confrontation, preparing system-technical and software solutions, first
of all, the target modeling guideline, its functional purpose and the place of the model in the decision-making
system are taken into account. At the same time, it should be understood that the model is only a tool for
the activities of staff officials and commanders and cannot ensure the development of a single correct and
comprehensively justified decision in accordance with the conditions of a particular situation. The model is an
auxiliary tool for supporting the decision-making process and evaluating possible alternatives. This is due
to the fact that its mathematical apparatus and algorithms cover a variety of complex processes, factors and
conditions that directly affect the results of modeling. Some of them are quantitative, for example, the combat
and numerical composition of the conflicting groups,types and characteristics of weapons and military
equipment, allocated resources, physical, geographical and meteorological conditions, etc. [6, 7, 8].

The rest of the initial data, for objective reasons, cannot be represented in quantitative terms, since they
belong to the cognitive sphere of the human being. That is why today in the process of modeling hostilities,
only formal data are taken into account.

Taking into account the bilateral nature of the armed confrontation is the most important methodological feature
of modeling. In this case, we are talking about complex processes of confrontation between two antagonistic
systems, which enter into each other not only into a combat, but also into an intellectual conflict, which is assumed
by the plans of the actions of the parties. Therefore, at present, the armed confrontation (operation, battle) is
considered not only as an armed confrontation of two antagonistic systems, but also as systems that simultaneously
realize all their informational, moral-combat, psychological and moral-technical potential, which is taken into
account in the decisions of the conflicting parties. Thus, we have an intellectual confrontation between two
opponents who implement their decisions through the prism of the actions of subordinate troops [1].

Conclusions

Information and analytical support of the security forces of Ukraine has specific decision-support systems,
simulation models of service and combat operations, databases, as well as systems for recognizing wanted
objects. The general information technologies of the security forces as a subject of state security are automated
management systems and document management systems.

Support systems have a wide range of tools, techniques and technologies aimed at ensuring effective
management of the country's security. Improving and developing decision-support systems in this area is
a continuous process that requires a combination of strategic vision, technical knowledge and flexibility
in response to new challenges and threats.

Information and analytical support of the management of security forces during managerial decision-
making should be based on such key principles as polycentricity, hierarchy (organization of the process
of determining management goals on a hierarchical basis), entropy, optimality, adequacy of results to the set
goal, as well as multivariance. These principles are interdependent and generally form the basis for an effective
management process, especially in situations that require a high level of responsibility and strategic thinking,
in particular ensuring national security.

References

1. Tkachenko V. I., Smirnov Ye. B., Drobakha H. A., Bilchuk V. M., Lanezhkyi B. M. (2008). Teoriia
pryiniattia rishen orhanamy viiskovoho upravlinnia [ Decision-Making Theory in Military Command Bodies].
Kharkiv : KhUPV [in Ukrainian].

2. Danyk Yu. H., Mykus S. A., Solonnikov V. H., Krainov V. O. (2019). Orhanizatsiia informatsiino-
analitychnoho zabezpechennia orhaniv upravlinnia viiskamy (sylamy) [Organization of Information-
Analytical Support of Military (Forces) Command]. Kyiv : NUOU [in Ukrainian].

3. Sporyshev K. O. (2024). Informatsiino-analitychni tekhnolohii syl bezpeky u paradyhmi derzhavnoho
upravlinnia [Information-Analytical Technologies of Security Forces in the Paradigm of State Governance].
Naukovi innovatsii ta peredovi tekhnolohii. Seriia: upravlinnia ta administruvannia, no. 1 (29), pp. 128-136
[in Ukrainian].

4. Sporyshev K. O. (2024). Mekhanizmy derzhavnoho upravlinnia systemoiu informatsiino-analitychnoho
zabezpechennia syl bezpeky Ukrainy: teoriia, metodolohiia, praktyka [Mechanisms of State Governance of the
Information-Analytical Support System of the Security Forces of Ukraine: Theory, Methodology, Practice].
Odesa : Oldi+ [in Ukrainian].

5. Sporyshev K. O. (2023). Matematychni modeli systemy imitatsiinoho modeliuvannia JCATS [Mathematical
Models of the JCATS Simulation System]. Proceedings of the XII International Scientific and Practical Conference
"Aktualni pytannia zabezpechennia sluzhbovo-boiovoi diialnosti viiskovykh formuvan ta pravookhoronnykh orhaniv"
(Ukraine, Kharkiv, October 27, 2023). Kharkiv : NA NGU [in Ukrainian].

ISSN 2786-8613. BE3IIEKA /IEPZKABHU. 2024. Bun. 2 (4) 61



OLENCHENKQO Viktor, NEMERYSHYN Volodymyr, IHNATIEV Andrii. Analysis of decision-making
support systems in the performance of service and combat tasks by the security forces of Ukraine

6. Yohov O. (2018). Method of optimizing the protection from the radio reconnaissance of the radio exchange
in the communication networks of the troops (forces). Magyar Tudomdanyos Journal, no. 14, pp. 44 — 47
[in English].

7. Tokhov O. Yu., Maliuk V. H., Horbov O. M. (2015). Imitatsiine modeliuvannia zakhyshchenykh
radiokanaliv viiskovoho pryznachennia [Simulation Modeling of Protected Military Radio Channels]. Nauka
i tekhnika Povitrianykh Syl Zbroinykh Syl Ukrainy, no. 1 (18), pp. 92-96 [in Ukrainian].

8. Tkachenko K. M., Iokhov O. Yu., Maliuk V. H. (2016). Matematychna model radioobminu pry
zastosuvanni aktyvnoho radiomaskuvannia [Mathematical Model of Radio Communication Using Active Radio
Camouflage]. Systemy upravilinnia, navihatsii ta zviazku, no. 1, pp. 129-132 [in Ukrainian].

The article was submitted to the editorial office on 16.11.2024
YK 355.421:528.91
B. T. Onenuenxo, B. M. Hemepumun, A. M. IrHaTb€B

AHAJII3 CUCTEM IIIATPUMKH HNPUUHATTS PIIEHD ¥ XOI BUKOHAHHS
CJHYXKXBOBO-BONOBUX 3ABJAHb CUJIAMMU BE3INEKH YKPAIHU

IIpogedeno ananiz icHyouux cucmem NIOMpUMKU NPULHAMMA pitienb cunamu desnexu Yipainu. Busnaueno,
WO NPULHAMMS BILICbKOBUX pillleHb 8uMazac 6azamo@akmopHoco nioxo0y ma 2auboKo20 po3yMIHHSL GIACHUX
Modcaugocmel, cmpameiuhux yinei i maxmuynux oocmasut. Koowcnuii eman eéiticokosux onepayiii nompeoye
pemenbHo20 ananizy i po3poOaeHHs eeKMUBHUX Cmpamezill 051 00CACHEHHs ROCTNAGIEHUX YLTel.

3aons 0ocsenenus i ympumarisi iHpopmayitiHoi nepesazu HeoOXiOHO 3anposadIHCy8amu 3ax00u, CHPIMOBAH]
Ha niopue cucmem YNpAasniHHs, NPOYECi8 NPULIHAMMA DilieHb, d MAKONC HA PYUHYBAHHA KOMN TOMEPHUX ma
inghopmayivinux mepexc i cucmem npomueHuxa. Hosimui ingopmayiiini mexnonoeii. nepemeoproromvcs Ha
elleMeHM CyYacH020 30poliHO20 NPOMUCMOAHHS. IX YNPOBAOINCEHHS 3HAUHO POSULUPIOE KOO MOJICTUBUX CYEHAPTI8
pOo38’a3aHHs I BedenHsl 30pOUHUX KOH@IIKMIB, 30Kpema 3 GUKOPUCMAHHAM OemaibHO20 WIAHYB8AHHSL 1
NPOCHO3Y8AHHS IX HACTIOKIB Y 8CIX chepax — NONIMUYHIL, eKOHOMIYHI, BIICLKOGIL Ma THUIUX.

Cucmemu niOmpumKy Maroms WUPOKUL CHEKMpP IHCIMPYMEHMI8, MemoouK i mexHo02il, CHPAMOBAHUX HA
3a0e3neueHHs ehekmugHo20 Ypasinua Oe3nexkor Kpainu. Yoockonanenus i po3eumox cucmem niompumKu
nputinammsi piuiens y yiti cgpepi cmanoeums be3nepepenuil npoyec, SAKUll GUMAa2ac NOEOHAKHS CMPAMe2iuHO20
OauenHsl, MeXHIYHUX 3HAHb | 2HYUKOCMI Y 8I0N06I0b HA HOBI GUKAUKU U 3A2PO3U.

Ingopmayiiino-ananimuune 3a6e3neuens ynpasgiinua curamu Oe3nexu nio Yac nputiHAmMmsL YnpagiHCoKux
piulenb Mae IPYHMYy8amucs HA MAaKux KIUIO0408UX NPUHYUNAX, AK HOMYEHMPUYHICMb, IEPApXiuHicmb
(opeanizayis npoyecy 6U3HAYEHHs yijell YNPAGNiHHA HA IEPAPXIYHUX 3Aca0ax), eHmponilHicmb,
ONMUMANBHICMb, AO0CK8AMHICMb Pe3YIbmamie NOCMAGIeHIll Memi, a makodxc 0azamosapianmuicmo.
3aznaueni npunyunu 83a€MO3aneHCHi I pazom Gopmyoms nIOIpyHms Oas eQeKmusHo20 YNpagiiHCbKO20
npoyecy, 0cobiuso 6 cumyayisix, wo nompedyoms GUCOK020 PIGHS GION0GIOAILHOCHI MA CMPAMEeiHHO20
MUCTEHHS, 30KpeMa 3a0e3neyents HayioHanbHOi be3neKu.

Knrouosi cnosa: oepoicasna Oe3nexa, KOHYenmyanibHi 3acadu 0epicasHO20 YHPAGIiHHS, Cuiu Oe3nexu,
ingopmayitino-ananimuyne 3a6e3neuents, Opeanu YRPasiints, cucmemuy NiOMpPUMKU RPUUHAMML PilueHb.
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