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PROBLEMATIC ASPECTS OF INFORMATION AND ANALYTICAL SUPPORT
FOR THE MANAGEMENT BODIES OF UKRAINE'S SECURITY FORCES

The contradictions existing in the military management system are considered. An analysis of the
information and analytical support for management bodies is conducted, and the impact of decision-making
quality on the capability of managing military forces in modern conditions is determined.

The problematic aspects of information and analytical support for the management bodies of Ukraine's
security forces are highlighted, in particular: an insufficient level of development of the regulatory and legal
framework regarding the creation of information resources and products in Ukraine's security forces,
the provision of information services, and the functioning of the information and analytical support system;
a lack of functional, technological, and technical integration among the information and analytical units
of the security forces; the absence of a unified system for classifying and coding information within Ukraine's
security structures, insufficient development of general information resources and the lack of an integrated
database, which should become a critical element of the nationwide information infrastructure, a shortage
of certified information protection tools; the absence of a clearly defined suite of specialized sofiware and
mathematical support for information activities, an inadequate level of training for specialists capable
of working with modern information and analytical systems, insufficient funding and a lack of a comprehensive
approach to organizing research aimed at solving these problems. All of the above complicates the
development of an effective information support system for Ukraine's security forces.
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Statement of the problem. Modern military conflicts are characterized by decisiveness in achieving
political goals, a focus on paralyzing the opponent's state military management systems and critical
infrastructure, as well as the dynamism, rapidity, and high technological level of the means employed. There
is ongoing improvement of automated systems for troop and weapon control, including a transition to the
development of automatic weapon management systems [7, 8, 11, 12].

The modern strategy for achieving information superiority over the enemy, based on the implementation
of advanced information technologies (IT) in management systems, is a key factor determining the
effectiveness of state and military leadership. Reliable functioning of information systems is now critically
important to ensure the resilience of these bodies. Information superiority is an indispensable tool that enables
command to maximize the effective use of dispersed groups of heterogeneous forces in decisive operations,
enhance the protection of military units, deploy formations with compositions most precisely suited to assigned
tasks, and ensure flexible and targeted logistical support. To achieve and maintain information superiority, it
is necessary to implement measures aimed at undermining the opponent's management systems, decision-
making processes, and destroying their computer and information networks and systems [7, 8, 11, 12].

Thus, advanced IT is becoming a fundamental element of modern armed confrontation. Their implementation
significantly expands the range of possible scenarios for resolving and conducting armed conflicts, including the
use of detailed planning and forecasting of their consequences in political, economic, military, and other spheres.

According to military experts, information and analytical support (IAS) is no less important a component
of supporting security and defense forces than traditional types of support (logistical, combat, medical, etc.).
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IAS is considered an integral element of modern military operations, ensuring effective management and
decision-making at all levels [7, 11].

Analysis of recent research and publications. The regulatory and legal framework of the state regarding
the development of information technologies at all levels of public administration is defined in the Acts
of Ukraine: "The National Informatization Program Act", "The Fundamentals of Information Security
in Ukraine," "The National Security of Ukraine Act", "The Defense of Ukraine Act", "The Basic Principles of
Ensuring Cybersecurity in Ukraine Act" and in the "Doctrine of Information Security of Ukraine" [1-6].

The issue of information and analytical support of the security forces of Ukraine is considered in
[7,8,10, 11, 12]. Such scholars as Yu. Danik, H. Drobakha, M. Yermoshyn, S. Mykus, Ye. Smirnov, V. Solonnikov,
L. Kyrychenko, V. Krainov, V. Tkachenko and V. Kryshchenko have made a significant contribution to the study
of the problematic issues of the impact of information and analytical support of the security and defence forces
of Ukraine on the state security. Paper [9] provides statistical data on the information load on management bodies.

The purpose of the article is to identify the problematic aspects of information and analytical support
for the management bodies of Ukraine's security forces.

Summary of the main material. In modern military management systems, information and analytical
support plays a key role, not only ensuring effective information processing but also supporting decision-
making processes at the strategic level. Taking into account the specifics of the processed information
significantly increases the accuracy and reliability of military planning and management, ultimately enhancing
the effectiveness of the entire military operation [7, 8, 11, 12].

One of the most important components determining the effectiveness and capabilities of a management system
is its resources. These include elements of hierarchical search and information distribution, encompassing all
sources from which the system receives information. Additionally, the potential of the management system is
significantly influenced by resources that provide active impact on the enemy during decision implementation.
Such resources include information flows reflecting the capabilities of security forces. Information resources
become an integral part of the management system when they are deployed and integrated into the overall
management structure. A management system equipped with an appropriate information and analytical
subsystem demonstrates high adaptability to the type of incoming information, the current situation, and the state
of combat forces, which are constantly monitored. This enables the system to make prompt decisions in sync
with the pace of headquarters operations, which is its primary objective [7, 8, 11, 12].

Global practice shows that the information load on management bodies is steadily increasing. For example,
EMC Corporation published research results demonstrating an explosive growth in the volume of information
created and used in the global community. According to their data, in 2006, 161 exabytes of digital information
were created and copied, which is approximately 3 million times the volume of all books ever written by
humanity. This represents only the beginning of an unprecedented increase in information volume. According
to IDC (International Data Corporation), by 2010, this volume had grown more than sixfold, reaching
988 exabytes, with an annual growth rate of 57 % [9].

A significant increase in the information load on military management bodies is also observed. In a few
years, without the use of modern information and analytical support systems, the decision-making process
for leadership may become problematic. The first significant contradiction arises in management systems:
the objective growth in information volumes and the inability of management bodies to process the provided
information in a timely manner to make optimal decisions [7, 12].

Today, the primary task for scientists and the military-industrial complex of each country is to find ways
to automate creative processes in the activities of military management bodies, particularly in the context
of real-time decision-making during the operational management of service and combat actions.

This, in turn, generates the second contradiction in the military management system: the increasing
importance of organizational tasks and functions of management bodies amidst the insufficient development
of scientific methods that ensure decision-making under conditions of uncertainty [7, 12].

There is an urgent need to develop theoretical foundations for decision-making in military management
bodies, enabling researchers in the field of military cybernetics to design systematic algorithms that encompass
management and decision-making processes.

The concept of information and analytical support is one of the categories of management theory; therefore,
the functions of the information and analytical support system for management processes (IASMP) must
include support for weapon management processes at the tactical level. One of the most important tasks
of IASMP is to support the processes of preparation and decision-making by the management bodies of
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Ukraine's security forces, which is critically important for the effective functioning of the national security
system [7, 8].

It is worth noting that the technology for preparing and making decisions in the military sphere has remained
virtually unchanged for many decades (since World War II). This has led to serious consequences for the quality
of real-time combat management, the comprehensive support of these processes, and the effectiveness of the day-
to-day activities of military organizations. Against the backdrop of the rapid implementation of new technologies
in other areas of public administration, outdated methods of preparation and decision-making in complex conditions
negatively impact the coordination of cooperation between military structures and public administration bodies that
already use modern technologies and set new requirements for decisions made in the defense sector [7, 8, 11, 12].

The third contradiction lies in the necessity of applying advanced decision-making methods aimed
at reducing the impact of uncertainty on their effectiveness, in the context of an existing deficit of appropriate
technologies for substantiating and formulating proposals for these decisions [7, 12].

Through the formalization of processes that account for vaguely defined factors affecting the content
of plans and concepts, the insufficient reliability of mutually independent alternatives can be compensated by
their quantitative superiority. This allows for the assumption that the overall reliability of the obtained result
will exceed the reliability of each individual alternative. Such an approach is reinforced by considering
the physical essence of the factors themselves that influence decisions.

If the uncertainty of the situation during decision-making is considered as a lack of necessary information,
the use of information theory allows for determining the level of this uncertainty through the membership
function of fuzzy sets. This makes it possible to calculate information entropy and establish the desired
reliability threshold, which is considered sufficient for decision-making. Such an approach enhances the
effectiveness of decisions during combat operations [7, 8, 11, 12].

In addition to decision-making preparation and technologies, the structure of the information and analytical
system, its integration, and the quality of management processes for security forces significantly influence
the quality of military force management in modern conditions. The content and completeness of analyzed
data play an important role. Since decisions made by management bodies are fundamental to management
processes, the information and analytical system must primarily ensure the effective preparation and adoption
of these decisions. The quality of decisions made will determine not only the effectiveness of the management
system itself but also the outcomes of other service and combat activities, on which the overall success
of military operations and security assurance depends.

The main problematic aspects of information and analytical support for the management bodies of security
forces at the current stage of development include the following [10]: insufficient development of the
regulatory and legal framework regarding the creation of information resources and products in Ukraine's
security structures, the provision of information services, as well as the functioning of the information and
analytical support system for management bodies as a whole; the lack of an integrated system of information
and analytical units within the security forces that are functionally, technologically, and technically
interconnected; the absence of a unified system for classifying and coding information in Ukraine's security
structures; a low level of development of general information resources in the security forces and the lack of
an integrated database that could become an important element of the nationwide information infrastructure.

There is an urgent need to use certified system software and mathematical software that has already proven
its effectiveness in practice. In addition, there are no certified information security tools, which creates risks
to data security. There is also a lack of a clearly defined set of specialised software and mathematical tools for
information activities. This problem requires urgent training of specialists capable of working with modern
information and analytical systems.

Insufficient funding remains one of the key obstacles to solving these problems. It should also be noted that
there is a lack of a comprehensive approach to organizing research aimed at addressing the creation of an
effective information support system for Ukraine's security forces. Active research is needed in such critical
areas as improving the regulatory and legal framework, developing the system of information and analytical
units, creating a comprehensive information protection system, and formulating systemic requirements for the
certification of informatization tools and information and telecommunication systems within the structures
of Ukraine's security forces [7, 8, 11, 12].

Conclusions
Solving these problems requires not only significant resources but also a strategic approach to implementing
innovative technologies and management solutions. Only in this way can an effective information and

analytical support system be created that meets modern challenges and ensures reliable support for the
management bodies of Ukraine's security forces.
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Global practice shows that the information load on management bodies is constantly increasing,
significantly complicating the decision-making process, which requires careful planning, analysis, and
efficient use of resources. A number of specific problems have been identified:

—an insufficient level of development of the regulatory and legal framework regarding the creation
of information resources and products in Ukraine's security forces, the provision of information services,
and the functioning of the information and analytical support system,;

— the absence of functional, technological, and technical integration among the information and analytical
units of the security forces;

— the lack of a unified system for classifying and coding information within Ukraine's security structures;

— insufficient development of general information resources and the absence of an integrated database,
which should become an important element of the nationwide information infrastructure.

In addition, there is a need for certified software and mathematical tools that have already proven their
effectiveness in practice. However, there is currently a lack of certified information protection tools, as well
as a clearly defined suite of specialized software and mathematical tools for information activities.

It is crucial to ensure the training of specialists capable of working with modern information and analytical
systems, as their shortage negatively affects the overall level of information support.

Insufficient funding and the absence of a comprehensive approach to organizing research aimed at solving these
problems complicate the development of an effective information support system for Ukraine's security forces.

Currently, such important areas as improving the regulatory and legal framework, developing information
and analytical units, creating a comprehensive information protection system, and formulating systemic
requirements for the certification of informatization tools and information and telecommunication systems
within Ukraine's security structures are not being properly researched.

Future scientific research directions may include the development of models and mechanisms for making
rational management decisions under the conditions of information load on management bodies, creating
mechanisms for integration between information and analytical units of the security forces, and formulating
systemic requirements for the certification of informatization tools and information and telecommunication
systems within Ukraine's security structures.

References

1. Zakon Ukrainy "Pro Natsionalnu prohramu informatyzatsii” Ne 2807-1X [Law of Ukraine about the
National Informatization Program activity no. 2807-1X]. (2022, December 1). Vidomosti Verkhovnoi Rady
Ukrainy. Retrieved from: http://surl.li/jbwsmy (accessed 4 October 2024) [in Ukrainian].

2. Ukaz Prezydenta Ukrainy "Pro zatverdzhennia Doktryny informatsiinoi bezpeky Ukrainy” Ne 47/2017
[Decree of the President of Ukraine "On the Approval of the Information Security Doctrine of Ukraine" activity
no. 47/2017]. (2017, February 25). Ofitsiinyi visnyk Ukrainy, no. 20, art. 554 [in Ukrainian].

3. Zakon Ukrainy "Pro zasady informatsiinoi bezpeky Ukrainy" Ne 4949 [Law of Ukraine about the
Principles of Information Security of Ukraine activity no. 4949]. (2014, May 28). Retrieved from:
http://surl.li/zowipl (accessed 4 October 2024) [in Ukrainian].

4. Zakon Ukrainy "Pro natsionalnu bezpeku Ukrainy” Ne 2469-VIII [Law of Ukraine about the National
Security Ukraine activity no. 2469-VIII]. (2018, June 21). Vidomosti Verkhovnoi Rady Ukrainy. Retrieved
from: http://surl.li/ooofxv (accessed 12 February 2024) [in Ukrainian].

5. Zakon Ukrainy "Pro oboronu Ukrainy" Ne 1932-XII [Law of Ukraine about the Defense of Ukraine
activity no. 1932-XII]. (1991, December 6). Vidomosti Verkhovnoi Rady Ukrainy. Retrieved from:
http://surl.li/ffyjnn (accessed 4 October 2024) [in Ukrainian].

6. Zakon Ukrainy "Pro osnovni zasady zabezpechennia kiberbezpeky Ukrainy” Ne 2163-VIII [Law
of Ukraine about the Basic Principles of Cybersecurity Ukraine activity no. 2163-VIII]. (2017, October 5).
Vidomosti Verkhovnoi Rady Ukrainy. Retrieved from: http://surl.li/hipcar (accessed 4 October 2024)
[in Ukrainian].

7. Tkachenko V. 1., Smirnov Yu. B. (2008). Teoriia pryiniattia rishen orhanamy viiskovoho upravlinnia
[Decision-Making Theory in Military Command Bodies]. Kharkiv : KhUPS [in Ukrainian].

8. Sporyshev K. (2024). Theoretical basis of the information and analytical support development of the
security forces of Ukraine: aspects of state governance. International security studies: managerial, technical,
legal, environmental, informative and psychological aspects. International collective monograph. Vol. I. Oslo,
Kingdom of Norway, pp. 379—407 [in English].

9. Cisco Visual Networking Index. Retrieved from: http://surl.li/linhyb (accessed 4 October 2024) [in
Ukrainian].

ISSN 2786-8613. BE3IIEKA /IEP’KABH. 2024. Bun. 2 (4) 81



SPORYSHEYV Kostiantyn, PASICHNYK Andrii, MOROKHOVSKYI Mykola. Problematic aspects
of information and analytical support for the management bodies of Ukraine's security forces

10. Danyk Yu. H., Mykus S. A., Solonnikov V. H., Krainov V. O. (2019). Orhanizatsiia informatsiino-
analitychnoho zabezpechennia orhaniv upraviinnia viiskamy (sylamy) [Organization of Information-
Analytical Support of Military (Forces) Command]. Kyiv : NUOU im. I. Cherniakhovskoho [in Ukrainian].

11. Drobakha H. A., Oleshchenko O. A., Iokhov O. Yu., Lisytsyn V. E. (2016). Osnovy informatyzatsii
Natsionalnoi hvardii Ukrainy [Fundamentals of Informatization of the National Guard of Ukraine]. Kharkiv :
NA NGU [in Ukrainian].

12. Sporyshev K. O. (2024). Mekhanizmy derzhavnoho upravlinnia systemoiu informatsiino-analitychnoho
zabezpechennia syl bezpeky Ukrainy: teoriia, metodolohiia, praktyka [Mechanisms of State Governance of the
Information-Analytical Support System of the Security Forces of Ukraine: Theory, Methodology, Practice].
Odesa : Oldi+ [in Ukrainian].

The article was submitted to the editorial office on 10.09.2024

VIK 355.421:528.91
K. O. Cnopuuies, A. B. Ilaciunuk, M. JI. MopoxoBchbKHii

MPOBJIEMHI ACHHEKTH THOOPMAIIMHO-AHAJTITUYHOT O 3ABE3INIEYEHHS
OPT'AHIB YIIPABJIIHHA CUJIAMMU BE3ITEKH YKPAIHHU

Pozenanymo cynepeunocmi, wo ichyioms y cucmemi 6ilicbkogoco ynpaeninns. Ilposedeno ananis
iHopMayitiHo-ananimuyHo20  3a0e3neUeHHs OpeaHie YNPAGHIHHS, SUSHAYEHO 6NIUG SAKOCHI NPUUHAMMSI
pilenb Ha CNPOMONCHICMb YNPABLIHHA GIlICLKOBUMU CUNAMU 8 CYHACHUX YMOBAX.

Bucesimneno npobremui acnexmu inopmayitino-anarimuuno2o 3a0e3neyeHHs Opeanie Ynpaeiints Cunamu
beznexu Ykpainu, 30kpema tidemsbcsi npo maxe: HeOOCMAMHIL PigeHb PO3POOIEHHS HOPMAMUBHO-NPABOGOT
bazu wodo cmeopenHs y cunax Oesnexu Ykpainu iHopmayitinux pecypcié i npoOyKmis, HAOAHHS
inghopmayitinux nocaye i yHKyionysamns cucmemu iHGOPMAYIUHO-AHATIMUYHO20 3a0e3neyeHHs; OpaKye
yHKYIOHATbHOT, MEXHONI02IUHOT MA MEXHIUHOT iIHme2payii MidC IHHOPMAYIIHO-AHATTMUYHUMY NIOPO30LIAMU
cun besneku, Hemae €O0uHoi cucmemu Knacugikayii ma xoOdyeawHs iHoOpmayii 6 CUNOBUX CMPYKMYPAX
Yrpainu, nedocmammuiit po3sumox 3a2anvHux inghopmayitinux pecypcis i 8i0CymHicms iHmezposano2o OAHKy
O0aHUX, AKUU MA€E CMAmMu GANCIUBUM ENIeMEHMOM 3A2aNbHO0EPAHCABHOL iHPopMayitinoi iHppacmpykmypu;
bpaxye cepmughikosanux 3aco0is 3axucmy iHpopmayii; Hemae YimKo UHAUEHO20 KOMNIEKCY CReYIaIbHO20
NPOSPAMHO-MAMEMAMUYH020  3abe3neyents 014  iHopmayiinoi  OiAnbHOCMI,  HEHANeHCHUll  piGeHs
ni02omoeKu (paxisyie, 30amMHUX NPAYIOSamu i3 CYHYACHUMU [HOOPMAYIIHO-AHATIMUYHUMU CUCTEMAMU,
HEOOCMAamHe (DIHAHCYBAHHS, A MAKOJNC Opax KOMWAEKCHO20 Ni0Xo0y 00 opeaHizayii 00CaiodiceHy,
CHPAMOBAHUX HA BUPIWEHHS Yux npobiem. Yce 3asnauene YCKIAOHIOE PO3GUMOK epeKmusHoi cucmemu
ingpopmayiiinoco 3abe3nevenns cun benexu Yxpainu.

Ingpopmayitiina nepesaca se6r1se coborw HeEGIO €EMHUL IHCMPYMeHmM, WO 0d€ 3M02Y KOMAHOYBAHHIO
MAKCUMANLHO  eDeKmueHo 8UKOpUCMO8Y6amuU po3ocepeddiceni epynu pPIi3HOPIOHUX CUL Y BUPIUATILHUX
onepamﬂx niosUWYBamu piens 3axXucmy GilicbKogux niopo30inie, ysooumu 6 0iio yepynosans, CKA0 SAKUX
HatimouHiule 8i0N0BI0AE NOCMABIEHUM 3A80AHHAM, G MAKOXMC 30IUCHIOBAMU 2HYYKe U YLNecnpaMOo8aHe
MamepianvHo-mexHiune 3abe3neyenns. /s 0ocacHens ma ympumanhs inghopmayiiinoi nepesazu HeoOXioOHO
81POBAVIHCYBAMU 3AX00U, CHPAMOBAHI HA NOPYULEHHA CUCMEM YNPABIIHHA NPOMUBHUKA, NPOYeCie NPULIHAMMSA
Ppiutenb, a makoic Ha pyUHYSants 1020 KoM IOMePHUX ma iHopmayitinux mepeic i cucmem.

Knrouosi cnosa: oepoicasna Oe3nexa, KOHYenmyanibHi 3acadu 0epicasHO20 YIPAGIiHHS, Culu Oe3nexu,
ingpopmayitino-ananimuyne 3a6e3neuents, Opeanu YNpasiints, NPUUHImMmsI piuiets.
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