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METHODOLOGY FOR ADAPTING THE RADIO COMMUNICATION SYSTEM
OF THE MOBILE COMPONENT OF THE TACTICAL COMMAND AND CONTROL UNIT
OF THE NATIONAL GUARD OF UKRAINE TO THE CONDITIONS OF INTENTIONAL
INTERFERENCETO PERFORM TASKS OF ENSURING STATE SECURITY

Adaptation of the radio communication system of the mobile component of the tactical command and
control unit of the National Guard of Ukraine to the effects of intentional interference will allow for effective
control in modern combat operations. The main problems are equipment obsolescence, high density of radio
interference, and dynamic changes in the tactical situation. In order to solve these problems, an adaptation
methodology has been developed based on the use of JCATS simulation tools to determine the areas of
interference and optimize the location of radio equipment.

The methodology involves several stages: identifying areas of radio electronic influence, determining the
boundaries of radio interference generators, estimating the error of signal parameters, and adapting the
communication system in accordance with the data obtained. Optimized error estimation algorithms are
implemented that take into account the quantization effect and provide higher accuracy in estimating signal
variance. Additionally, an approach to adaptation through the spatial placement of active radio masking
means to reduce the effectiveness of enemy reconnaissance is considered.

The simulation modeling tools allow analyzing the effectiveness of various interference protection
measures and checking the stability of communication in a variable electronic environment. It is established
that the implementation of thedeveloped methodology increases the interference resistance of radio
communication by 35 % and intelligence protection - up to 19%, which significantly improves the efficiency
of managing mobile units in crisis situations.

Keywords: weapons and military equipment, radio communication systems, signals, intentional
interference, electronic warfare, power density, adaptation of existing radio communication systems,
information and analytical support, automated control system, state security.

Statement of the problem. The main problems of adapting the radio communication system of the mobile
component of the tactical command and control link of the National Guard of Ukraine include the following:
1. Outdated and uneven equipment.

— The use of different Soviet and Western-style communication systems makes it difficult to integrate and
unify them;

— the lack of a single communication standard leads to compatibility issues.

2. Increased impact of intentional interference on communications and automatedcontrol systems.

— high density of radio interference in the combat zone reduces communication efficiency;

— the enemy is actively using the means of setting up deliberate obstacles.
3. Dynamic changes in the tactical situation.

— Communication systems must be able to quickly adapt to new deployment conditions and possible disruptions;

— The use of mobile communication nodes requires flexible solutions to ensuredata resilience.
One of the possible ways to overcome these problematic issues is to create a methodology for adapting existing
radio communication systems operating in conditions of intentional interference to changes in the situation.
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Analysis of research and publications. Papers [1-2] provide data on information and analytical
technologies used by security forces in various levels of management in the performance of tasks to ensure
state security, Papers [3—4, 6-7] provide theoretical aspects of protection against intentional interference,
protectionof radio networks of the National Guard of Ukraine from enemy radio technical intelligence. Paper
[5] presents data on the JCATS simulation modeling system.

The purpose of the article is to develop a methodology for adapting the radio communication system of
the mobile component of the tactical command and control link of the National Guard of Ukraine to the
conditions of intentional interference.

Summary of the main material. The National Guard of Ukraine (NGU), as a military formation with law
enforcement functions, may participate in repelling armed aggression and eliminating armed conflict by conducting
military (combat) operations, performing territorial defense tasks in cooperation with the Armed Forces of Ukraine.

The peculiarities of modern military conflicts lead to the complication of tasks related to countering enemy
radio suppression and radio reconnaissance [1-3].

The trend in the development of electronic warfare equipment and the experience of combat operations
during the repulsion of the armed aggression of the Russian Federation shows that the main task in organizing
a radiocommunication system is to ensure the required indicators of interference resistance in difficult
conditions. However, based on the known methods, ensuring the required indicators of interference and
intelligence protection is insufficient.

An example of a radio communication system of the mobile component of thetactical command and control
link of the National Guard of Ukraine is shown in Figure 1 [4].

Department of NGU
Corps NGU ey

— e AR
Radio network of General Staff - ‘
”-‘m/ - J 7\.\
. - 1 Brigade v /'/ \ 3 Brigade ’ ‘

— o=
colcdlie o 8 & e & e ol

e / —~—

% %
orercomer W4T o ao 8 a8
30-50 km (ECCM) 3

% R w P N

Special Special - Special Special Special Special
oo, GBI BT ST STV ST ST
1-2 km / / /

fos S fown [/

e £ AL CAAA CAAA CAAA CAAA

Figure 1 — Radio communication system of the mobile component of the tactical command
and control unit of the National Guard of Ukraine

The first stage of the methodology is to identify the areas where the adversary uses radio interference and
to estimate the power of this interference. In this paper, we propose to detect the areas of radio interference
by the enemy using JCATS simulation modeling.

JCATS is a platform for testing tactical solutions in real time. Its use for modeling radio communications allows [5]:

— identify weaknesses in the communication system and develop methods to eliminate them;
— model the impact of intentional interference and test the effectiveness of anti- interference measures;
— analyze the behavior of the communication system in various combat scenarios.
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JCATS allows for iterative testing and the development of new adaptation methods, which can significantly
improve the efficiency of radio communications of the mobile component of the tactical command and control
link. An example of JCATS simulation modeling is shown in Figure 2.
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Figure 2 — An example of detecting the enemy's areas of radio jamming using JCATS simulation modeling
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At the second stage of the methodology, a method is used to determine the boundaries of the area of possible
placement of a radio interference generator to protect mobile radio communications in the UHF/VHF band
from listening to an enemy ground reconnaissance radio receiver. The method takes into account the presence
of electromagnetic availability zones (EAZ) of mobile radio communication systems and the range of the radio
interference generator while meeting the conditions of electromagnetic compatibility (EMC) with the radio
means of the communication channel [6].

At the next stage of the methodology, the error in the parameters of the signals of the VHF/UHF and WI-FI
radio communication system under the influence of intentional interference during the performance of state
security tasks is estimated, which is unlike the known ones [7]:

— takes into account the impact of intentional interference on the estimation of signal variance;
— uses optimized error estimation algorithms that reduce digital processing error;

— offers an adaptive approach to choosing an estimation algorithm depending on the available ones takes
into account the effect of signal quantization, which improves the accuracy of variance estimation;

— is of practical importance for improving communication reliability in difficult conditions.

Thus, the novelty of the method lies in its focus on the adaptation of communication systems in conditions
of interference, which significantly improvestheir effectiveness in real combat scenarios [7].

At the fourth stage of the methodology, the JCATS simulation modeling tools are used to rationalize the
location of active radio masking equipment and radio communication systems on the ground. The simulation
modeling tools allow for spatial interference rejection, Figure 2.

To objectively evaluate the effectiveness of interference protection methods, the minimum allowable ratio
of the power of the useful signal to the power of intentional interference is used, at which acceptable signal
reception quality is guaranteed. If the power of the intentional interference exceeds the power of the useful
signal, we proceed to the first stage of the methodology, block 5, and repeat steps 1—4. If the condition in step
5 is met, we proceed to step 6. At step 6, we use the method of adapting the radio communication system of
the mobile component of the tactical command and control unit of the National Guard of Ukraine to the
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conditions of intentional interference. The method takes into account the availability of communication zones
of mobile radio communication systems and the range of the radio interference generator while meeting the
EMC conditions with the radio means of the communication channel. The last stage of the methodology is to
assess the conditions for achieving stable radio communication of the radio communication system of the
mobile component of the tactical command and control link of the National Guard of Ukraine. In the absence
of stable radio communication, we proceed to stage 4 and use the JCATS simulation modeling tools to re-
locate active radio masking equipment and radio communication systems on the ground. If stable radio
communication is achieved,a decision is made on the adaptability of the radio communication system of the
mobile component of the tactical command and control link of the National Guard of Ukraine to the effects of
intentional interference. The scheme of the methodology is shown in Figure 3.
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Figure 3 — Schematic of the methodology for adapting the radio communication system of the mobile component of the
tactical command and control link of the National Guard of Ukraine to the conditions of intentional interference
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Conclusions

The obtained methodology is based on the rational arrangement and direction of antenna systems of ground-
based transmitters and receivers of UHF/VHF and Wi-Fi radio signals in the conditions of intentional
interference and active radio masking by the enemy. An approach to the adaptation of the radio communication
system of the mobile component of the tactical command and control link of the National Guard of Ukraine is
determined, which takes into account the tactical situation and the territorial location of radio network nodes
to increase interference protection. The JCATS simulation modeling tools determinedthat the interference
resistance of radio communication is improved by 35 %, the intelligence protection of radio communication
means increases to 19 %, while the intelligence protection of the radio communication system as a whole is
improved by 1.4 times.

The direction of further research is to improve the methodology for adapting control systems for unmanned
aerial vehicles to perform tasks to ensure state security.
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A. B. MaHbKko

METOIUKA AJANITAIIII CACTEMHY PAJIIO3B’SI3KY MOBLJIBHOI KOMIIOHEHTH
TAKTUYHOI JIAHKH YIIPABJITHHS HAIIIOHAJILHOI TBAP/II YKPATHM JIO YMOB
BIIJINBY HABMUCHUX 3ABAJI 1JIs1 BAKOHAHHS 3ABJIAHD 13 3BABE3IIEYHEHHSA
JIEP)KABHOI BE3NIEKA

Aoanmayis cucmemu paodioss ’s13Ky MOOLIbHOI KOMIOHEHMU MAKMUYHOI 1anKy ynpasiinua Hayionanvroi
26apoii Ykpainu 00 6nau8y HASMUCHUX 34600 003601UMb NPOSOOUMU eeKMmUsHe YAPAGAIHHI 8 YMOBAX
cyuacnux ootiogux 0iti. OcCHOGHUMU NpoOIeMamMy € 3ACMAaPinicms 00AAOHAHHSA, BUCOKA WIIbHICMb
padionepeuikoo ma OUHAMIYHI 3MIHU MAKMUYHOT 00CMAaHO8KU. 3 Memoio 8UpiuLenHs Yyux npooiem po3poodiieHo
MemoOuKy adanmayii, aka 6a3yEMbCs HA BUKOPUCMAHHI 3ac00ie imimayitino2o moodentoganus JCATS ons
BUBHAYEHHS 30H 6NIUBY 3A640 MA ONMUMIZAYIT PO3MAULY8aHHs padio3dcodis.

Memoouxa nepedbauac xinbka emanig: GUAGIEHHs 30H PAOIOENEKMPOHHO2ZO BNIUBY, BUHAUEHMHS MEIC
PO3MiUeHHs 2eHepamopie padionepewkoo, OYiHKy NOXUOKU napamempie CUsHALi6 ma adanmayilo CUcmemu
38513Ky 8I0N0GIOHO 00 OMPUMAHUX OaHux. Bnpoeadoiceno onmumizosani areopummu OYiHKU NOXUOOK, WO
8PAX08YIOMb eheKm K8aAHMYBAHHS Ma 3a0e3neuyomb GUuLy MOYHICMb OYIHKU Oucnepcii cuenanis. J[ooamxogo
PO32IAHYMO NIOXI0 00 adanmayii WasXxom RPOCHOPO8020 PO3MIWEHHS 3aC00i8 AKMUBHO20 PAOIOMACKYEAHHSL
07151 SMEHULEHHS eheKMUBHOCMI PO3BIOKU HPOMUBHUKA.

3acobu imimayiiinoco Mmooeniosanus 0036045I0Mb NPOBOOUMU AHANI3 epeKmMUBHOCMI DIZHUX 3aX00i8
3axucmy 6i0 3a8a0 ma nepesipsamu CMIUKICIb 38 53KY 8 YMO8AX 3MIHHOI padioeneKmpoHHOI 0O6CMAaHOBKUL.
Bemanosneno, wo enposadoicents po3pobieHoi Memoouxu niosuwlye 3a6a00Cmitikicmes padiooominy na 35 %, a
po36iozaxuwenicms — 00 19 %, wo 3Hauno NOKpawgye epeKmusHicnms YNpaeiinHs MOOITbHUMU NIOPO30LamMu
6 KpU306UX CUMYAYIsIX.

Knwuoei cnosa: 036poenns ma 6iticbk06a mexmika, cucmemu paoio3se 's3Ky, CUSHALU, HABMUCHA 3a6a0d,
padioerexmpouna 6opomvoOa, WiNbHICMb NOMYACHOCII, A0ANMAYIs ICHYIOYUX cucmem padio3e 'a3Ky,
iH(hopmayilino-ananimuune 3a0e3neyens, agmMoMamu308aHa CUCmemMa Ynpaginis, 0epicasHa besnexa.
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