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The article examines the possibilities of applying OSINT (Open-Source Intelligence) in operational and
investigative activities and its significance for acquiring and analyzing information. The main ways
of collecting open-source data are considered, including the feasibility of their integration with other
operational and investigative measures and the potential directions for this tool development. The legal
aspects of OSINT are outlined, in particular, the issues of reliability and legal status of these operational data.
Specific attention is paid to the challenges related to the spread of disinformation, the necessity of legal
regulation, and the protection of personal data. The article also highlights the importance of technological
progress, process automation, and international cooperation for OSINT implementation in law enforcement
and the strengthening of national security.
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Statement of the problem. Modern technologies have significantly influenced the ways of acquiring,
processing, and analyzing information within operational and investigative activities (OlA). Open-Source
Intelligence (OSINT) in this sphere is one of the tools that allows for obtaining data from publicly available
resources, including the mass media, social networks, public registers, and satellite images.

The relevance of the study is determined by the OSINT's growing role in law enforcement. The use of open
sources enables operational units to obtain primary data, supplementing covert operational and investigative
activities.

Analysis of recent research and publications. Research on the use of OSINT in law enforcement has
received significant development in recent decades, owing to the active introduction of digital technologies in
the sphere of national security [1]. Scholars S. Szymoniak and K. Foks consider OSINT as a method of
gathering information that enables prompt detection of threats, analysis of criminal connections, and support
of strategic decision-making [2].

OSINT studies in the international scientific literature mainly focus on its integration with other types
of operational activities, cybersecurity issues, and the possibilities of its application in combating terrorism.
For example, OSINT is considered an element of the intelligence cycle in the work by A. Ziotkowska, which
allows getting information without using insider sources. At the same time, the article focuses on the risks
associated with disinformation and the need for thorough verification of the data obtained [3].

Ukrainian researchers A. Bilobrov and P. Klimushyn pay attention to OSINT use in the context of hybrid
threats, military intelligence, and the fight against cybercrime. The matter of legal regulation of OSINT is
considered separately since Ukraine does not have special laws that clearly define its utilization in OIA [4].

Current studies in general indicate the high potential of OSINT in law enforcement, but scholars emphasize
the need to improve the analysis methodology, increase the quality of automated information processing
systems, and create an appropriate regulatory framework.
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The purpose of the article is to examine the possibilities and limitations of using OSINT in operational
and investigative activities, to explore the main methods of collecting and analyzing information, and to assess
the legal regulation of this activity.

Summary of the main material. OSINT is the process of gathering, analyzing, and applying information
obtained from publicly available sources to solve various special tasks. OSINT is an auxiliary tool in the
context of the OIA that allows operational units to quickly receive and verify information without involving
complex permitting procedures that restrict the rights and freedoms of the citizens.

In contrast to traditional modes of OIA, OSINT relies exclusively on available data, such as open databases
and registries, mass media (online and print publications), social networks (SOCMINT), analytical reports and
public research, satellite images, and geospatial data (GEOINT). OSINT provides an ability to identify ties
between individuals, groups, and events, assess the level of threats, and track the activities of suspects without
the need for direct contact with them.

Open-source intelligence is often integrated with other surveillance collection activities adopted by Western
partners [5], namely: HUMINT (Human Intelligence) — agent intelligence based on personal contacts;
SIGINT (Signals Intelligence) — interception of communication signals; COMINT (Communications
Intelligence) — analysis of the content of intercepted messages; IMINT (Imagery Intelligence) — analysis of
images received from satellites or unmanned systems [6]. The key difference between OSINT and the above-
mentioned measures is the open nature of the received information, which makes this activity more affordable
but at the same time less reliable compared to techniques that involve working with confidential (insider) data.

As a separate line of activity, OSINT has been actively evolving since the end of the XX century due to the
spread of digital technologies [7]. It was officially recognized as a source of strategic information in the United
States in the 1990s. And after the September 11 terrorist attacks of 2001, the importance of OSINT increased
significantly, especially for the national security sphere. It is used in NATO countries to monitor military
dangers, detect terrorist groups, and combat hybrid threats. This approach has become especially important in
Ukraine after 2014 in the context of the informational and military struggle against aggression [8].
The integration of OSINT into the OIA ensures effective gathering and analysis of data, which gives the
opportunity to create a comprehensive picture of the operational situation or the operational environment
in general within the area of responsibility.

The use of OSINT in the OIA is based on various kinds of compilation that enable operational units
to obtain information from open sources. The primary methods include the following: mass media
monitoring — analyzing publications in print and online media to detect signs of criminal activity, political
threats, or tendencies in society; social media analysis (SOCMINT — Social Media Intelligence) — tracking
the activity of suspects on Facebook, Twitter, Instagram, Telegram, and other platforms to identify
connections, intentions, and locations; open database processing — the use of public registers, commercial
databases, court decisions, and corporate documentation to get information about individuals, companies, and
financial transactions; geospatial analysis (GEOINT — Geospatial Intelligence) — the use of satellite images,
geolocation data, and mapping services to determine the location of objects or individuals; Web Scraping —
automated extraction of information from websites, forums, databases, and other online resources; reverse
image search — the use of tools to verify the authenticity of photos and identify persons or objects; Dark Web
OSINT - gathering information from resources in the "dark" segment of the Internet [9].

Modern technologies facilitate significant speed-up of data processing with the help of specialized
instruments. Among the most popular are the following: Maltego — a platform for analyzing connections
between individuals, companies, IP addresses, and domains; Shodan — a search engine for identifying open
devices and network infrastructures that may be vulnerable to cyberattacks; Google Dorking — an advanced
search methodology on Google to find hidden or unprotected files and pages; SpiderFoot — an automated tool
for collecting data about IP addresses, domains, email addresses, and digital footprints; CheckUserNames —
services for checking user registration in various social networks and forums; ExifTool — a program for
analyzing metadata of photo and video files, providing information about the place and time of the shooting;
The Wayback Machine — a website archiver that helps to track changes in pages over time and access deleted
content [10].

The application of OSINT for law enforcement requires clear legal regulation, as the collection and analysis
of information from open sources may affect human rights. OIA in Ukraine is regulated by the Law of Ukraine
"About Operational and Investigative Activity"” [11], which defines the legal grounds, methods, and limitations
of information gathering. At the same time, there is still no specific normative act that would thoroughly
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regulate the use of OSINT, so this search method utilization is carried out within the scope of general
legislation, namely: the Constitution of Ukraine, which guarantees the right to protection of personal
information (Art. 32) [12]; the Law of Ukraine "On Information™ [13], which specifies the principles of access
to open sources; the Law of Ukraine "On Personal Data Protection™ [14], which regulates the processing
of information about individuals; the Criminal Procedure Code of Ukraine, which sets requirements for the
evidence base.

These legislative aspects are especially relevant in the context of the ongoing aggression against Ukraine,
when OSINT plays an increasingly important role in combating war crimes, strengthening national security,
and bringing offenders to justice. The analysis of digital evidence (photos and videos) enables the identification
of aggressors and confirms the facts of crimes, but the absence of clear legal provisions regarding OSINT
complicates the process of using such materials in judicial proceedings. With this in mind, the EU Advisory
Mission Ukraine, together with Bellingcat, GLAN, and other partners, organized a series of seminars for
Ukrainian legal professionals focused on OSINT methods, their compliance with legal standards, and practical
application in the judicial system.

Special attention at these events was paid to international initiatives, such as the SIRIUS project, which
facilitates access to digital proof and promotes cross-border cooperation. This indicates that domestic
legislative regulation alone is not enough to implement OSINT in law enforcement — international support,
integration of the latest technology, and exchange of experience are needed. It is this kind of cooperation that
is important for combating war crimes and strengthening national security [15].

The development of information technology significantly expands the capabilities of OSINT for the OIA.
The promising areas include artificial intelligence and machine learning — automation of big data analysis,
rapid identification of threats, behavioral analysis of suspects; development of OSINT tools — improvement of
search engines, geo-analytical systems, and face recognition technologies (NLP text analysis); integration
of blockchain analytics — the ability to track cryptocurrency transactions and detect money laundering schemes;
growth of open databases — expansion of state and international registers to be used for analytical
purposes [16].

The use of OSINT in the OIA is accompanied by several difficulties despite technological progress:
problems of information accuracy — the spread of disinformation, fake news, and manipulative materials in
open sources [17]; restrictions on access to information — enhanced protection of personal data, restrictions
on access to registries, an increase in the number of closed or encrypted platforms; opposition from criminal
groups — the use of anonymous networks (Tor, 12P), encryption of communications, falsification of digital
traces to mislead operatives; legal constraints — the absence of clear international standards for the acquisition
and use of OSINT in the course of operational and investigative activities, problems of legal legitimacy of the
obtained data in a judicial inquiry. A comprehensive improvement of the legislative framework and
introduction of international standards for OSINT application in law enforcement are necessary to overcome
these challenges [18, 19].

Conclusions

Open-source intelligence has become an important instrument of operational and investigative activities,
not only supplementing covert operational and investigative measures but also significantly accelerating
analytical processes. Law enforcement authorities are actively using automated platforms like Maltego,
Shodan, and Google Dorking to quickly identify offenders, analyze their connections, track financial
transactions, and monitor national security threats. However, OSINT remains an auxiliary tool that requires
integration with other operational and investigative measures to ensure the accuracy of the acquired data. The
widespread application of OSINT demands proper legal regulation, as Ukraine still lacks special legislation
that would clearly determine the boundaries of OSINT usage, which poses risks both to the protection of
personal data and to the admissibility of such materials in judicial practice. Further development of this sphere
depends both on technological advances, in particular, the introduction of artificial intelligence and the newest
analytical instruments, and on the ability of state bodies to adapt the legal framework to modern challenges,
including countering disinformation and ensuring international coordination in the digital intelligence sector.

The direction of future research will be the development of a methodology for gathering, processing,
and mandatory analysis and verification of information using the OSINT technique.
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BUKOPHUCTAHHS OSINT B OIIEPATUBHO-PO3IIIYKOBIH JISAJIbHOCTI:
IHCTPYMEHTMU I IPABOBI ACIIEKTH

Hocniooceno moocausocmi 3acmocysants OSINT (poszsioku 3 siokpumux oOdcepen) 8 ONnepamusHo-
PO3UYKOGII OISLIbHOCHI, 1T 3HAYEHHS Ol OMPUMANHA Ul aHanizy ingopmayii. Posensnymo ocnosni cnocobu
30UpaHHs BIOKPUMUX OAHUX, OOYINIbHICMb IX iHmezpayii 3 THUMUMU ONEPAMUBHO-PO3UYKOBUMU 3AX00aAMU, d
MAaKoHC NOMeHYIliHI Hanpamu po3sumKy Yyvo2o incmpymenmy. Oxpeciero npasosi acnexkmu OSINT, 30kpema
NUMAHHA O0OCMOBIPHOCHI MA NPABOBO20 CIMAMYCY MAKUX ONEPAMUBHUX OAHUX.

Possioka na ocnosi eioxkpumux oxcepen OSINT (Open-Source Intelligence) — konyenyis, memooonozis i
mexHoN02isl 000Y8aHHA Ul BUKOPUCMAHHA BIUCbKOBOI, NONIMUYHOI, eKOHOMIYHOI ma iHwol iHgopmayii 3
8iOKpumux Odxcepen 6e3 nopyuileHHs 3aKOHig. Bukxopucmosyemwvca o0na yxeaneHus piutens )y cgepi
HayioHanbHoi be3neku i 000POHU, PO3CNI0YB8AHL MOUO.

Tpaouyiiini cnocobu onepamugHO-po3uLyKo8oi OisibHocmi nepeddauaroms HU3KY 2IACHUX | He2AACHUX
Memoodi8 ma BUKOPUCMAHHA CReyianbHux 3acobie ona 3000ymmsa iHgopmayii. 3i ceozo 6Ooky, OSINT
3ACMOCOBYE BUKTIIOUHO OOCMYNHI OaHi, MAKI, K 8IOKpumi 6azu OaHux i peecmpu, 3acobu mMacogoi ingopmayii
(oHaaiin- i OpyKosaHi sudanns), coyianvui mepexci (SOCMINT), ananimuuni 36imu ma nyoniyHi 00criodxHceHH,
cynymuukogi 3uimku ma eeonpocmoposi oani (GEOINT). OSINT oae 3mocy susagnamu 36 'a3Ku Midc ocobamu,
epynamu ma nooiamu, OYiH8amu pieeHb 3azpo3 i idcmedxcysamu OiANbHICMb Ni003PHOBAHUX 0Ci0, He
nompebyrouu 6e3nocepedHbo20 KOHMAKMY 3 HUMU.

36epHeno ygacy Ha BUKIUKU, NOG’SA3AHI 3 NOWUpeHHAM Oe3iHgopmayii, HeoOXIOHICMIO Npasosoco
De2YII0BAHHS, A MAKONC 3AXUCY NEePCOHANbHUX Oanux. Hazonoweno ua eaxciueocmi mexHono2iyHo2o
npoepecy, asmomamusayii npoyecie ma MidCHApoOHOi cnienpayi Oas  enposadoicenns OSINT y
NPABOOXOPOHHY OiANbHICMb | 3MIYHEHHS HAYIOHATbHOI Oe3neKu.

Knrouoei cnosa: possioxa 3 sioxkpumux oaxcepen (OSINT), onepamueno-posutykosa disivnicms, 30upanHs
Ul ananiz inghopmayii, HayionanvHa bes3nexa, npomMuois 310YUHHOCHII.
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