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The article examines the impact of artificial intelligence on modern warfare. In the context of rapid
technological progress and the increasing dependence of the armed forces on new technologies, artificial
intelligence is becoming an important tool in strategic planning and tactical operations. The study covers
various aspects of its application, including process automation, processing and analysis of large amounts
of data, as well as its impact on real-time decision-making.

The article also considers ethical and legal issues arising from using artificial intelligence in military
conflicts, including responsibility for actions taken based on algorithmic decisions. The article ends with
conclusions about the future use of artificial intelligence in armed conflicts, as well as recommendations
for further research in this area.
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Statement of the problem. The growing threat of infectious diseases in Ukraine requires securing effective
coordination of all state efforts and resources in the event of epidemics. Globalization and changing climate
conditions create a favorable background for the spread of contagious agents, which poses a serious national
security challenge.

The National Guard of Ukraine (NGU), being one of the key elements of the security system, plays an
important role in responding to emergencies, specifically those caused by infectious disease outbreaks.
However, the issues of organizing and engaging the NGU's forces and means for quarantine measures need
further empirical research.

Analysis of recent research and publications. The events of recent years have demonstrated the growing
role of law enforcement agencies, in particular the National Guard of Ukraine, in addressing emergencies
related to the spread of infections. Research by scholars (O. Lavnichenko, S. Hodlevskyi, O. Onopriienko,
K. Sporyshev, V. Yevsieiev, etc.) has made a significant contribution to understanding the factors that
influence the deployment of the NGU's forces and means during pandemics and epizootics. However, some
important aspects of quarantine enforcement in the emergency areas state remain under-explored.

The lack of scientific studies in this field creates certain limitations for the effective engagement of the
National Guard forces and means to perform quarantine-related tasks. The above determines the necessity
of conducting a comprehensive analysis of the factors affecting the operation of the National Guard in such
an environment.

The purpose of the article is to provide a thorough analysis of all the factors that define the effectiveness
of the National Guard of Ukraine's activities in ensuring quarantine measures in emergency areas. The authors
also seek to examine the experience of deploying the National Guard during these situations.

Summary of the main material. The following documents constitute the legal basis for the activities of
the National Guard:

— the Constitution of Ukraine, which sets out the general principles of organizing public administration,
human and civil rights, and freedoms;
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— the Law of Ukraine "On the National Guard of Ukraine", which defines the legislative status, tasks,
functions, and powers of the National Guard;

— the Laws of Ukraine "On Defense of Ukraine”, "On Military Service", "On Law Enforcement Activity",
which contain additional provisions regulating certain aspects of the National Guard's functioning;

— by-laws: resolutions of the Cabinet of Ministers of Ukraine, orders of the Ministry of Internal Affairs of
Ukraine, and other normative documents detailing the procedures and organization of the National Guard,;

— international treaties on human rights, international humanitarian law, and other relevant spheres that
have been ratified by Ukraine.

A state of emergency is a special legal regime that is imposed in Ukraine when there appear threats to the
national security, life, and health of citizens. This regime allows the government to react quickly to extreme
situations and restore public safety.

The purpose of declaring a state of emergency is to restore the normal functioning of the country, protect
the rights and freedoms of individuals, and eliminate the causes that led to the crisis.

The decision to declare a special legal regime — a state of emergency — on the whole national territory or
in certain regions is made by the Verkhovna Rada of Ukraine. That important document is immediately
submitted to the President of Ukraine. The President may also issue a decree on imposing a state of emergency,
which requires further approval by the Parliament.

The following steps may be taken to overcome crisis situations arising during a state of emergency:

— restriction of the freedom of movement: establishing a special entry and exit procedure, as well as limiting
the movement of vehicles;

— security enhancement: increasing the number of law enforcement officers on the streets, strengthening
control over public places and critical infrastructure objects;

— prohibition of mass gatherings: canceling concerts, sporting competitions, and other events that involve
large numbers of people;

— epidemiological measures: introducing quarantine, reducing contacts between people, and mandatory
isolation of patients;

— mobilization of resources: the use of public and private assets to deal with the consequences of an
emergency, in particular, to provide the population with food and medicine.

The society must be informed about the declaration of a state of emergency through the media no later than
six hours before it begins. The maximum term of such a regime is 30 days for the entire country and up to 60
days for separate regions.

The Minister of Internal Affairs approves the number of military units required to implement quarantine
measures and determines the amount of arms and equipment. As a rule, military bases are deployed in certain
settlements and perform designated duties there. However, in case of emergency, upon coordination with the
Commander of the NGU, the Minister may decide to engage members of the National Guard to carry out
specific duties in other regions.

Thus, the legal principles for the deployment of the National Guard during epidemics are established by a
set of regulatory acts of various levels. They range from the laws of Ukraine to internal directives, all of which
specify the subordination of units, their powers, and the procedure for interaction with other agencies. Strict
adherence to these norms guarantees the legitimacy and effectiveness of the guards' actions.

A special operational headquarters is set up to effectively manage the units in the event of an emergency.
It consists of a number of highly qualified specialists:

— the commander of the military task force leads all operations;

— chief of staff is responsible for planning and coordination of actions;

— deputy commander for logistics provides the necessary facilities;

— an epidemiologist controls the sanitary and epidemiological situation;

— the head of communications ensures reliable connection;

— other officers responsible for personnel and logistics support.

The commander of the military task force reports to both the head of the commission on epidemiological
security and the senior operational leader.

When assessing the task, the unit commander (military task force chief) must clearly understand:

—the goal set by the senior command and the concept of operations;

—concrete tasks to be performed, their scope, and timing;
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—expected outcomes and resources required to achieve them.

While assessing the situation, the commander analyzes the following factors:

— the extent of the epidemic and the number of cases, the scale of the disease spread and the territory, and
the quantity of people infected,;

— the crime rate, the criminal situation in the area of the operation;

— amount and type of objects to be taken under control;

— placement of military personnel;

— available assets, the number of military personnel, their experience in quarantine measures, supply
of material and technical means, communications, transport, and medicines, as well as the ability to maintain
constant control and effectively fulfill the assigned duties;

— cooperation with other military units of the NGU, Ministry of Internal Affairs (MIA), Security Service
of Ukraine (SBU), Ministry of Health (MOH), and State Emergency Service of Ukraine (SES), as well as
defining their roles and responsibilities;

— terrain features, public attitudes towards quarantine, meteorological conditions, and their impact on task
performance.

It is clear that no commander can accomplish all the objectives in a short time on their own. That is why
the headquarters has a crucial role in planning and assigning responsibilities. The headquarters, as the main
command and control body of the troops, acts in accordance with the vision of the commander and the
directives of the higher staff.

The headquarters should be ready to provide detailed figures for the following:

— the required number of servicemen for quarantine operations;

— logistics support for the divisions;

— technical condition and equipment needs;

— planning and holding marches;

— organizing the delivery of material resources to the operation area.

After analyzing the situation and taking into account the proposals of the staff, the commander decides
to engage personnel in missions in the quarantine zone.

Once the decision is received and approved by the commander, the military unit headquarters begins to
develop action plans for the lockdown area. This process is led by the chief of staff and involves officers
of the staff, training units, and support services.

Planning can be divided into two main types:

— general planning, covering the organization of internal life and combat readiness of the unit for a certain
period of time;

— special planning, which is developed to solve specific issues or particular activities and can be adjusted
if necessary.

General action planning in the epidemic district is done in advance. The unit commander also decides in
advance on a possible area of operations, which is reflected in the contingency plan. That plan is developed
jointly with other stakeholders based on instructions from the senior commander and approved by him/her.

When designing action programs in an epidemic threat zone, it is especially relevant to use a deductive
approach. This method involves moving from the general to the specific, i.e., from the ultimate goal to specific
tasks.

The key principles of deductive planning are listed below.

1. Each planning stage is aimed at achieving the goal. All efforts and assets are concentrated on delivering
the full and accurate implementation of the assigned tasks.

2. The planning is carried out according to the top-down approach: from the senior leadership to the
executives.

It creates a clear plan structure and facilitates coordination of efforts.

The deductive method provides for a strict framework but does not limit the creative potential
of commanders and staff officers. It rather encourages them to take initiative and be independent. Every control
level can put forward additional tasks, develop alternative scenarios, and make suggestions for improving
the plan.

Planning of service and combat activities in an epidemiologically dangerous district involves several
successive steps.
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Step 1 — the commander, based on the situation assessment and orders received, makes a decision on the
deployment of personnel. This decision should reflect both the operational setting and the requirements of
sanitary and epidemiological safety.

Step 2 — the chief of staff develops the plan in detail, verifying the compliance of all documents with
the decision of the commander. Special attention is paid to the timing, coordination of actions, and quality
of the document.

Step 3 — the commander's final resolution is formalized by an order. Separate directives may be issued for
prompt amendments or additional tasks.

Thus, the effectiveness of the actions of the commander and staff of a military formation directly impacts
the efficiency of fulfilling assigned duties in the context of an epidemiological threat. The organization of their
work can be based on two main approaches — parallel and sequential planning. The choice of a particular
technique depends on time constraints and the expected level.

During the preparation of any operation, the commander must ensure clear and coordinated work of all
units. For this purpose, it is necessary to:

— carefully schedule and agree upon the exact time and order of moving units to the positions from which
they will begin to perform their tasks;

— develop a detailed plan of action to be followed by each unit, depending on their role in the operation,
with special attention to interaction among the units, and definition of their areas of responsibility and mutual
support procedures;

— set an effective exchange of information with local authorities and the people;

— establish a reliable communication system between all campaign participants;

— install a unified signaling system for mutual recognition, warning, and signal management;

— develop several possible case scenarios and define the actions of the units for each of them;

— establish a system of control over the fulfillment of objectives by each division;

— create reserves of forces and means to act in unforeseen situations.

Effective quarantine measures in the epidemic zone involve close cooperation between various agencies.
The main stakeholders in this process include:

— sanatoriums, hospitals, train stations, etc., that can be turned into observatories and are important in
providing security and controlling access to the territories they cover;

— state administrations on different levels, the Ministry of Internal Affairs, the Ministry of Defense bodies,
the Security Service of Ukraine, and civil defense headquarters that coordinate operations on the ground and
ensure information support and supply the necessary resources;

— units of the National Guard, the Armed Forces, the National Police, and civil defense that participate
in patrolling, facility protection, and monitoring compliance with quarantine rules.

It is necessary to provide units with everything they need so they can successfully perform their missions
under extreme conditions. The commander organizes a comprehensive process that includes combat, logistical,
and technical support.

The integrated organization of logistics and technical provision includes:

— getting the rear services ready to perform assigned tasks;
determining the optimal routes and deployment locations for rear units;
construction of roads suitable for supply and evacuation;

— efficient use of vehicles;
coordination of the activities of logistics and technical teams;

— rational allocation of local resources and building an effective logistics management system.

Troop control represents the focused efforts of commanders, staff, and services to maintain the combat
readiness of units and divisions, prepare them for action, and lead them during the execution of assigned tasks.

Troop control involves the following:

— continuous gathering, studying, and summarizing information about the strategic setting;

— making (refining) a decision;

— assigning tasks to subordinates;

— planning of the set objectives;

— organizing and maintaining cooperation;
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— arranging and implementing measures to improve the combat readiness of armed forces, conducting
educational work, and ensuring its comprehensive support;

— organizing the command system, direct supervision of the units' training;

— monitoring that the units and divisions fulfill their tasks and providing them with aid.

A commander's decision is the basis of administration. The commander is fully responsible for the
leadership of subordinate troops and their successful accomplishment of combat missions.

The control of the troops must be resilient, continuous, operational, and covert. A management system
is created to achieve that, and it consists of:

— command agency;

— operational center;

— automated control and communication equipment.

The organization of the units' control in the epidemic region has great importance. The following command
and control system seems appropriate based on the experience of the National Guard's engagement in
quarantine measures in the epidemic area. In order to ensure continuous unit management and gather
operational and epidemiological information, a round-the-clock duty should be arranged at the headquarters
of the military task force (MTF), with three persons appointed: a representative of senior command, an MTF
officer on duty, and an assistant to the MTF officer on duty.

The MTF officer on duty must: precisely know the areas (points, lines) of service of military detachments,
the type and number of objects guarded by the base units, the epidemiological situation, ways of
communication with subordinate units, sentries, and freestanding military detachments; generalize data about
citizens who were detained by military patrols and tried to leave the quarantine region, keep records of orders
and reports from the senior commander and monitor their implementation; maintain statutory order through
the duty officers of the base (units).

The assistant to the MTF officer on duty is obliged to: be aware of the situation in the units; keep a work
map, a combat log; go to formations (units) to carry out the resolutions of the MTF commander or specify
sudden changes in the operational environment, if necessary.

The on-duty MTF officer and the deputy constantly collect and analyze incoming information. Experience
shows that data can come from the medical staff, unit commanders, and military detachment heads.

The chief of staff summarizes all the information, which is used to draw conclusions and make suggestions
that are submitted to the commander to update their decision.

Daily interaction between the MTF and the medical headquarters is established to gather data on the
changes in the epidemiological situation. It can be done both at meetings and during personal contact. The
results of the day are summarized, the tasks to be completed by the troops are clarified, as well as the ways to
accomplish them, and the regime restrictions that the military must apply to citizens.

The MTF has to work especially closely with the MIA. The head of the MIA of Ukraine and the MTF
personally updates and distributes the instructions received from the medical headquarters between the MIA
services and the troops.

The staff of the MIA of Ukraine and the MTF staff exchange information on a daily basis. They coordinate
actions on the scope of missions performed by troops and MIA bodies with a full calculation of forces and
means for more efficient use of personnel.

The headquarters also needs to constantly supervise the service of personnel and the execution of separate
orders and directives.

The inspection results should be recorded in a special register. The staff chief must summarize the positive
and negative aspects and bring them to the unit commanders' attention in a timely manner. The drawbacks that
can dramatically affect the task performance of military detachments are removed immediately.

The following documents are processed in the course of fulfilling the duties within the MTF:

— work map;

— combat log;

— epidemiological conditions log;

— register of the results of monitoring the combat service.

Other documents are also kept by the commander's order.

Communication is an important element of troop control. It must be continuous, covert, and enable reliable
command and control of divisions and military detachments. Communication is the process of information
exchange.
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The communication system is a set of communication signal nodes for various functions that are deployed
according to a single plan to provide control. It is composed of:

— division communication node;

— unit communication node;
communication lines;
communications pool and automated control system;
equipment support arrangements;

— communication management system.

The core elements of the communication hubs of the National Guard units deployed to secure quarantine
measures are listed below:

— telephone exchange;

— radio relay station;

— helipad.

Communication is organized on the basis of the order of the division commander. The decision of the higher
headquarters regarding communication with consideration of the presence and actual condition of
communication means is also taken into account.

When carrying out combat missions, communications are planned by the division's chief of staff and
directly managed by the head of communications. He/she develops and drafts a communication plan, which
contains:

— graphic section;

— scheme of radio communication network organization;

— explanatory note.

Communication with the units located at a considerable distance from the MTF headquarters (60 kilometers
or more) is particularly difficult. Organizing communication with them requires a large amount of radio
equipment that would ensure stable communication around the clock, by their tactical and technical
characteristics. The National Guard does not have enough of these devices.

Given these constraints, it is recommended that the MTF headquarters employ medium-power stations with
a highly sensitive receiver and the units use low-power stations to ensure radio communication at a distance
of 40-50 km. That way, there will be a stable connection with the units twenty-four hours a day.

Communication at a distance of 25-30 km is maintained with VHF transceivers. Power amplifiers or an
intermediate station can be used to provide communication.

By mutual agreement with the commanders of local garrisons, their telephone switches are used to ensure
stable telephone connections between the MTF and the units' headquarters. These switches have access to the
civilian telephone network, and field communication lines lead to them from the National Guard posts.
Two relay stations must be used where that is not possible.

Therefore, the organization of all forms of support for the preparation of the forces and means and
coordination should be focused on the efficient execution of the assigned tasks. The commander determines
the main issues of cooperation, comprehensive provision, arrangement of forces and means in the course of
decision-making. These matters are further updated when developing the planning documents and organizing
the fulfillment of specified duties.

Conclusions

Effective models for the use of the National Guard of Ukraine forces to maintain the state of emergency
in areas of epidemiological danger have been developed. Particular attention is paid to optimizing the combat
order in order to rationally allocate forces and means, minimize the risk of infection of personnel, and prevent
further spread of the infection.

Future empirical research in this direction may include the following topics:

— improvement of the regulatory framework: analyzing and adapting existing laws and policies to respond
more effectively to epidemiological threats, in particular with regard to the deployment of units of the National
Guard of Ukraine;

— development of the personnel training system: creating specialized training programs for members of the
National Guard about operations under emergency conditions, in particular during epidemics;
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— simulation and prognosis: developing and using mathematical models to predict the progress of the
epidemic situation and optimize the efforts of the National Guard of Ukraine;

— explore the information support system that can be designed to provide timely alerts to the public about
threats and safety measures during the epidemic, using modern information technologies.

The above-mentioned priorities will help to increase the readiness and effectiveness of the National Guard
of Ukraine in responding to emergencies caused by epidemic threats. They will also ensure the security
of citizens.
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OPI'AHI3AIIA A1 MIJTPO3/ILIIB HAIIIOHAJIBHOI T'BAPJIII YKPATHU
ML YAC KAPAHTUHHHX 3AXO/IIB Y 30HI HAJI3BUYAMHOI CUTY AT

Ilpogedene oocnidoicents 0ano 3Mo2y KOMNJIEKCHO BUSUUMU NpOOAeMy 3anyYyeHHs Ccunl i 3acobig
Hayionanvnoi eeapoii Yxpainu 0o 3abesneuennss KapanmuHHUx 3axo0i6 6 ymMo8ax Ha036UYAUHO20 CMAHY.
30iticneno cucmemHull 0271510 HAYKOBUX cmametl, HA8UANbHUX BUOAHb, A THAKONC 3AKOHOOAGUUX aKMIiB, ujo
peanamenmytoms disnvHicmv Hayionanvhoi eeapoii Yxpainu y maxux cumyayisx.

Tepwuii kpok nonseas y eusHauenti npasoeozo niorpyums disnvrocmi Hayionanenoi eeapoii Yxpainu nio
yac BUKOHAHHA 3a80anb 13 3a0e3neYeHHs KApAHMUHHUX 3ax00ié y 30HI HaAO36uualHoi cumyayii.
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Ipoananizosano nonosicennss Koncmumyyii' Yxpainu, 3axonie Yxpainu "llpo Hayionanvny eeapoiro Yrpainu”,
"Ilpo npasosuti pedicum HAO36UHALUHO20 cmaHy", THWI HOPMAMUBHO-NPABOGL AKMU, WO pe2yiomb
oisnbHicmes Hayionanvhoi 2eapoii Yxpainu i susnauaioms il nOBHOBANCEHHS 8 YMOBAX HAO3BUUATIHO20 CTNAHY.
Ocobnusy ysazy npudileHo anaunizy nojodceHvb wodo yuyacmi Hayionanvuoi eeapoii y 3abesneuenmi
2POMAa0dCLK020 NOPAOKY, bOpomvoi 3 enioemMismu, a MAKOIC AIKEIOayil HACTIOKI8 HAO36UYATHUX CUMYAYT.

Posensanymo ocnosnui ¢yrxyii, saxi moscyms suxonyeamu niopo3oiiu Hayionanvhoi eeapdii Yrpainu y paszi
enioemii: 0XopoHa epomMadcvbkoco NOpsoKy I 3abe3nedenHs 0e3neKku poMaosH, 30iUCHEHHS KOHMPONO 34
OOMPUMAHHAM NPABUN KAPAHMUHY (0OMediCenHs HA Nnepecy8amHsl, GI0GI0YEaHH 2POMAOCLKUX MiCYb,
NPOBEOEHHS MACOBUX 3aX00I8 MOW0); NiKeIOayis HACTIOKI8 HAO38UHAUHOL cumyayil (esaKyayis HACENeHHS,
3a0e3neyeHHss HCUMMEILIbHOCMI  KPUMUYHOL THpacmpykmypu, HAOAHHS OO0NOMO2U HOCTPANCOATUM
mowo). [ns 3abe3neuents ehexmusnoc0 GUKOHAHHS 3a80anb W00 OOPOMbOU 3 enioeMicio po32saHYmo
63a€MO0i0 3 [HWUMU cunogumu cmpykmypamu: Hayionanvuor noniyicio, [epacagnoio cayxucoow 3
HaozsuuatiHux cumyayii, Minicmepcmeom 0Xoporu 300pos si.

Baosicnusum acnexmom docnioxcenns cmas ananiz niany il i cucmemu ynpaeninua Hayionanwnoi eeapoii
Ykpainu y kapanmununomy paiioni. Busnaweno ocho6ui emanu 0itl, AKi 8UKOHYE wimab ilicbK080i Yacmunu y
KAPAHMUHHOMY PAOHI: NiO20MO6KA 00 BUKOHAHHSL 3A60AHb, PO32OPMAHHSL CUT § 3aC00i8, GUKOHAHHS 3A80aHb
i3 3abe3neuenns KapaHmMuHHUX 3axo0is, JAIKei0ayis HACAiOKi8 HAO36UYAUHOI cumyayii mowjo. Ymouneno
cucmemy YApasiiHua, wo 3abe3nedyec besnepediline ma AKICHe KePYBAHHI 8CIMA NPOYECAMU w000 HEeCeHHs
cyoicou 6 30HI Haozeuyaunoi cumyayii. Ocobaugy yseazy npuolileno NUMAHHAM OpeaHizayii 36 SI3KY,
KoopouHayii 0itl 3 iHWuMU cCmpykmypamu, sabeznedents 0cobo6020 cxknady moujo. Illpoananizosano cucmemy
36’513KY 3 OCHOGHUMU T CKIaQOHUKamu, wo 3abesneyums Oes3nepebitiny i weuoky nepeoauy nompionoi
ingpopmayii. Pozensnymo numants SUKOPUCIMAHHSL CYHACHUX THHOPMAYIUHO-KOMYHIKAYIUHUX TMeXHOL02TU 015
epexmugHo2o ynpasiinus cunamu i 3acobamu Hayionanonoi 26apdii 6 ymosax naod38uuaiinozo cmamy.

Ilposedenuil ananiz 0as MOXNCIUGICMb SUHAYUMU OCHOBHI HANPAMU OOCHIONCEHHs | cihopmynroeamu
2inomesu 051 NOOAALULIOZO eMNipuyH020 O0ocaiodcenHs. Tlooanvuue emnipuyne 0OCHIONCEHHA YUx 2inomes
cnpusmume Oinbul  2MUOOKOMY DpO3YMIHHIO npobiemu 3anyyenHs Hayionanvhoi eeapoii Yxpainu 0o
3a6e3neyenHs KApAHMUKHUX 3aX00i68 8 YMOBAX HAO3BUUAUHO20 CMAHY, d MAKOMC 0ACMb 3M02Y po3pooumu
NpaKmuyHi pekomeHoayii wooo nioguweHHs epekmugnocmi ii OisAbHOCMI 8 NOOIOHUX CUMYayisx.

Knrouosi cnoea: Hayionanvua 26apois Ykpainu, enioemis, KapaumuHHi 3axoou, 2pomaocvka besnexa,
PAtiod HAO36UYALIHO20 CMAHY, eMnipuuHe O00CHi0NHCeHHSA, THDOPMAYIUHO-KOMYHIKAYIUHUX MeXHOA02Ii,
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