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ON STRENGTHENING RESILIENCE TO THE IMPACT OF TERRORIST THREATS
AND DEVELOPING A SYSTEM FOR THEIR DETECTION

A SWOT analysis matrix has been developed to determine the causes of terrorist threats in the area
of responsibility of the border detachment, a mechanism for strengthening the resilience of the border
detachment to the influence of terrorist threats, and a structural diagram for building a system for identifying
terrorist challenges and threats by the border detachment in the assigned area.
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Statement of the problem. In the current conditions of the security environment of Ukraine, the activities
of terrorist organizations and the terrorist acts committed by them not only negatively affect the security of the
state, but also pose a direct threat to border security and the security of the state border. The implementation
of state policy on ensuring national security in the field of state border protection is carried out by the State
Border Service of Ukraine (SBSU) [1] by performing a number of functions, which together constitute
operational and service activities [2].

Based on the analysis of the results of the operational and service activities of the State Security Service
of Ukraine in combating terrorism in 2023-2024, the following results were obtained [3]:

— the number of seized weapons increased by 1.03 times (in 2024 — 1119 units compared to 1085 units
in 2023);

— the number of seized ammunition increased by 1.5 times (in 2024 — 224,783 pieces compared to
148,297 pieces in 2023);

— the number of seized explosives increased by 9.1 times (in 2024 — 698.335 kg compared to 76.696 kg
in 2023).

According to the results of monitoring compliance with the measures of the legal regime of martial law at
checkpoints in 2024, among 1 million people who crossed them, a significant number of those who supported
the armed aggression of the russian federation were identified. In particular, it was established: 987 persons
involved in the activities of illegal armed groups; 172 persons who used forged and invalid documents.
In addition, 132 weapons and over 69 thousand ammunition were seized [3].

This indicates an increase in the number of individuals involved in terrorism and the means that can be used
to commit terrorist acts.

The armed conflict caused by the russian federation's invasion of Ukraine and the lack of control over
certain sections of the state border in the area of hostilities enable international terrorist organizations to use
the territory of Ukraine for transit and accumulation of persons involved in terrorism, illegal transportation
of weapons, narcotics and other means of terror to EU member states [4]. It has been established that
manifestations of terrorist activity are possible in all border areas of Ukraine — both on the state border and
at its crossing points. Therefore, timely receipt of information about signs of terrorism is important.
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Therefore, to ensure effective counteraction to terrorism, it is important to create an effective mechanism
to strengthen the resilience of the border detachment to the influence of terrorist threats and to develop a system
for their detection.

Analysis of recent research and publications. Scientific research on problematic issues related to the
fight against terrorism on the state border of Ukraine was conducted by V. Kyrylenko, D. Kupriienko, P. Lysak,
D. Mul, V. Nikiforenko , Yu. Overchenko , E. Prokopenko, R. Rachok, O. Farion and other scientists.

In their scientific work [5], V. Kyrylenko, O. Farion, and P. Lysak proposed a model of information and
analytical interaction between operational units of the State Border Guard Service of Ukraine to counter threats
to border security, in particular terrorism.

In his study [6], D. A. Kupriienko noted that the state border serves as a barrier to potential threats to border
security, and summarized the main threats in the field of state border protection.

The authors' team in their scientific work [7] revealed the issue of risk profiling as an effective mechanism
for timely identification of threats to national security on the state border of Ukraine, in particular the terrorist
(military) threat.

Researcher Yu. Overchenko in his scientific article [8] focused on strengthening the mechanism for
countering terrorism and increasing the effectiveness of the use of the Maritime Guard of the State Border
Guard Service of Ukraine in the exercise of powers within the adjacent waters of Ukraine. He analyzed the
capabilities outlined by the legislator for the subjects of countering terrorism at sea, and also highlighted
a number of contradictions that reduce the effectiveness of ensuring maritime security on sea communication
channels.

Scientists D. Polishchuk and O. Marchenko proposed a number of criteria for assessing the effectiveness
of counter-terrorism measures within the framework of integrated border management, and also developed
a set of indicators for each process of combating terrorist threats [9].

The authors of the scientific paper [10] R. Rachok, D. Mul and E. Prokopenko analyzed the threats and
challenges to border security and developed an algorithm for modeling complex systems, which allows
studying multi-component systems with a clearly defined number of mandatory parameters.

Scientists O. Farion and D. Polishchuk in their study [11] developed a flowchart for assessing the status
and strengthening the capabilities of integrated border management entities in the field of counterterrorism
at international checkpoints. They also provided recommendations for improving coordination between
integrated border management entities on counterterrorism issues.

According to the results of the analysis of the scientific works of the above and other scientists in the
declared subject area of the study, it was established that a comprehensive study of the process of strengthening
the resilience of the border detachment to the influence of terrorist threats and developing a system for their
detection has not been carried out. Therefore, this justifies the relevance of the chosen topic.

The purpose of the article is to develop recommendations for strengthening the resilience of the border
detachment to the impact of terrorist threats and developing a system for their detection.

Summary of the main material. According to the results of the analysis of the national system of
combating terrorism and the system of anti-terrorist security of Ukraine, it was established that their
functioning is aimed at counteracting external and internal factors of terrorist activity [12, 13]. The most
common method for analyzing such factors is the use of the SWOT analysis method [14] .

Table 1 presents a general SWOT analysis matrix for determining the causes of terrorist threats in the border
areas of Ukraine with the russian federation. The area of responsibility of the 4th Border Guard Detachment is
taken as an example.

One of the key elements of the fight against terrorism is anti-terrorist security, which is provided and
implemented on the basis of identifying, analyzing, and predicting threats from terrorist activity.

Further analysis of the scientific approach from [15] made it possible to develop a mechanism for ensuring
the anti-terrorist security of the border detachment by forming and strengthening resistance to the influence
of terrorist threats in the following sequence.
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Table 1 — SWOT analysis matrix for determining the causes of terrorist threats in the area of responsibility
of the border detachment

Category Factor

Strengths High combat training and experience of the personnel of the border detachment.
Use of modern means of supervision, videomonitoring and drone aircraft systems
(aircrafts).

Interaction with units of the Armed Forces of Ukraine, the National Guard of Ukraine,
territorial bodies of the Security Service of Ukraine and other units of counter-terrorism
entities.

Rapid response to terrorist threats
Weaknesses A significant length of the state border with the aggressor state (the russian
federation).

Destruction of border infrastructure due to warfare.

Exhaustion of the personnel of the border detachment due to prolonged workload.

Limited resources and insufficient funding under martial law
Opportunities Strengthening the state border through international assistance and technical support.

Implementation of advanced control technologies (artificial intelligence, satellite
monitoring, etc.).

Expanding interaction with local communities to obtain operational information.

Increasing the level of training and modernization of weapons
Threats Constant shelling and enemy sabotage and reconnaissance groups.

Terrorist attacks and attempts to destabilize the situation in the border region.

Smuggling of weapons, explosives and narcotics across the state border of Ukraine.

Enemy information and psychological operations to undermine trust in Ukraine's
security and defense forces

1. Analysis of the security situation in the area of responsibility of the border detachment (incoming
information):

— comparing the main indicators of the state border security with their critical values; determining the
general context of the situation;

— identification of dangerous trends based on forecasting the development of situations related to terrorism
in the future;

— identification and assessment of terrorist threats, their manifestations by characteristics, consequences
and impact on state border protection;

— determining the factors influencing terrorist threats.

A number of criteria are used to assess and analyze terrorist threats, including :

— the probability of a terrorist threat being realized;

— the state of security of the state border according to indicators (indicators) of protection against terrorist
threats;

— the scale and severity of possible consequences resulting from the impact of a terrorist threat (committing
a terrorist act).

2. Analysis of the ability of the border detachment to counter terrorist threats. Conducted to assess the
ability of the border detachment to effectively respond to the development of crisis situations related to terrorist
activities (implementation of a terrorist threat) at such stages as:

a) preparation for response (ensuring the readiness of available forces and means); at this stage,
the following criteria are used for evaluation:

— availability of resources (reserves of forces and means to respond to terrorist threats);

— reliability (exchange of experience and acquisition of necessary knowledge and skills among the
personnel of the border detachment involved in countering terrorism, conducting additional training, taking
preventive measures);

— adaptability (flexibility and effectiveness of management systems when carrying out counter-terrorism
measures);

b) immediate response; at this stage, the assessment is carried out according to the following criteria:
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— coordination of actions in a crisis situation of a terrorist nature, which provide for universal mechanisms
for responding to typical situations related to terrorism;

— the possibility of quickly attracting reserves (additional resources);

— consistency of actions, clear coordination of actions, distribution of tasks;

— the effectiveness of interaction between units involved in countering terrorism;

c) return to daily activities; at this stage, the assessment is carried out according to the following criteria:

— the possibility of rapid recovery in accordance with the predicted scenarios for the development of
a terrorist crisis situation and after its resolution;

— compliance of losses with their permissible level according to the main target indicators (safety
indicators, etc.).

3. ldentification of vulnerabilities of the border detachment. Based on the analysis of vulnerabilities, the
plan for the localization of non-standard (crisis) situations is adjusted according to possible manifestations
of terrorist activity in the area of responsibility of the detachment. To identify vulnerabilities of the border
detachment. The following criteria are used:

—sensitivity to terrorist threats [a comparison of the results of assessing the impact of these threats
(according to indicators) on the security status of the border detachment is carried out];

—the compliance of the border detachment's ability to counter terrorist threats with the results of
implementing counter-terrorism measures.

4. Determination of measures to strengthen the resilience of the border detachment to the impact of terrorist
threats. Such measures are determined based on the results of the analysis of cases when it was not possible
to resolve crisis situations related to terrorism, or after their resolution. They depend on the nature of the
terrorist threat and the specifics of its manifestation. Taking these measures into account, planning documents
for countering terrorist activities are adjusted.

In order to strengthen the resilience of the border detachment to the impact of terrorist threats, it is advisable
to consider a number of aspects, in particular:

— the personnel of the border detachment, which may be involved in countering terrorist threats, must have
knowledge and skills regarding actions in the event of detecting signs and the emergence of a situation related
to terrorism;

— in the process of responding to situations related to terrorism, important importance is attached to the
issue of coordination of actions of both the personnel of the border detachment and the units and bodies
of interacting structures;

— each employee of the border detachment must have the necessary knowledge, taking into account best
practices and positive practices regarding actions in the event of terrorist threats, and be able to act
in accordance with the recommendations;

— the resilience of the border detachment to the influence of terrorist threats must be constantly
strengthened in accordance with changes in the tactics of those involved in terrorism and the conditions of the
situation favorable for committing terrorist acts.

To respond promptly and effectively to terrorist threats, the border detachment, in cooperation with other
bodies and units of counter-terrorism entities within the limits of its powers [2, 16]:

1) carries out continuous exchange of information with the Anti-Terrorism Center, using available means
of communication;

2) maintains the readiness of forces and assets involved in conducting anti-terrorist operations and
measures;

3) submits proposals to the Anti-Terrorism Center regarding a draft plan for an anti-terrorist operation at
sites of potential terrorist threat;

4) ensures an appropriate level of protection and security of objects of possible terrorist attacks.

In view of this, Figure 1 shows a diagram of the interaction of the border detachment with the bodies and
units of the subject involved in the fight against terrorism.
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Figure 1 — Scheme of interaction of the border detachment with bodies and units of counter-terrorism
subjects

Taking into account the specified model, in the continuation of the scientific research, a structural scheme
for the construction of systems for detecting terrorist challenges and threats by the border detachment
(Figure 2) .

SYSTEM OF DETECTION THE TERRORIST CHALLENGES AND THREATS
BY BORDER DETACHMENT
Information Threat Security Component Risk profiling
and analytical Response Monitoring System system

\ system System /
Main operational <:> Border detachment
and investigative department headquarters

I 1l

Border Operational Change of border Border Guard
and Investigation <:> patrols at checkpoints <:> Department
Department
Border operational Situation Change of border guard
and search group <:> Monitoring <:> units outside
Department checkpoints

Figure 2 — Structural diagram of the system for detecting terrorist challenges and threats by the border detachment
The functioning of the system for detecting terrorist challenges and threats shown in Figure 2 is aimed at
timely detection of signs, causes and consequences of terrorist activity in the area of responsibility of the border
detachment to ensure its anti-terrorist security.
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Conclusions

Thus, based on the results of the study, a mechanism was developed to strengthen the resilience of the
border detachment to the influence of terrorist threats and a structural scheme for building a system for
detecting signs and manifestations of terrorism by the border detachment on a secured section of the state
border.

The implementation of the proposed toolkit will make it possible to improve the anti-terrorist security
of critically important facilities and other targets of terrorist attacks located in the area of responsibility of the
border detachment.

A possible direction for further research is to develop recommendations for the border detachment to
improve the mechanism of interaction with law enforcement agencies and military formations of Ukraine
on counterterrorism issues during the conduct of an anti-terrorist operation and other measures to respond
to threats of terrorist activity.
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PEKOMEHJIALIIl TPUKOPJIOHHOMY 3ATOHY 11010 3MIITHEHHA
CTIMKOCTI 10 BILJIUBY TEPOPUCTUYHUX 3ATPO3
1 PO3BYJIOBU CUCTEMM iX BUSBJIEHHS

Y cmammi pozenamymo axmyanvhi numanus 3a0e3neuenns npukopOoHHoi besnexu YKpainu 6 ymogax
3POCAHHA ~ MEPOPUCUYHUX 3a2po3. JoCaiodceHo  onepamueHo-cayxcoogy  Oisnvhicme  [epacagHoi
npuxopoonHoi ciyacou Yrpainu y 2023—2024 pp. wooo eusgnenus i npomudii mepopucmuuHum 3a2po3am,
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3POCAaNHA KITbKOCMI 8UlyYeHoi 30poi, boenpunacie ma UOYX08UX peuO8UH. YCMAanoIeHo, wo 30potiHull
KOHQIIKM, CRPpUYUHEHUl 8MOPSHEHHAM POCIUChKOl ¢hedepayii 6 Yxpainy, ma 6i0CymHicmb KOHMPONIO 3a
OKpeMumMu  OUISIHKAMU  OePICABHO20 KOPOOHY 6 pPAlloHi 8e0eHHs 0otosux Oill 0aromv MOICIUGICIb
MIDICHAPOOHUM MEPOPUCTNUYHUM OP2AHIZAYIAM BUKOPUCIOBYEATN MepUumopito Yipainu ois mpanzumy i
HAKONUYEHHs 0Cl0, NPUYEmHUX 00 MepopU3MY, He3aKOHHO20 nepese3ents 30poi, HAPKOMUYHUX PedOBUH A
iHwux 3ac00i6 mepopy 00 depacag-unerie €gponeticvkozo Corsy.

Ha ocnosi ananizy nayxosux oocniodcens i guxopucmanns SWOT-memoody 3anponoHo8aHo KOMNIEKC
3ax00i8 w000 3MIYHEHHA CMIUKOCI NPUKOPOOHHO20 3a20HY 00 6NIUGY MepOpUcmuyHux 3azpo3s. Okpecieno
MEXAHI3M AHMUMEPOPUCMUYHO20 3AXUCY, WO MICMUMb CUCMEMY MOHIMOPUHZY, OYIHIOBAHHA PU3UKIE,
BUSIBNICHHSL 3a2P03 MA pedzcy8anHs. Busnaueno neobxionicmo niosuweHHs eqheKmueHoCcmi KoOpOuHayii misic
CUTIOBUMU  CIIPYKMYPAMY, 3ACMOCYBAHHA CYUACHUX MEXHONO02il Ma 600CKOHANEHH AOMIHICIMPAmMUGHO-
npagoeozo pe2yioeantsy cghepi bopomvoOu 3 mepopuIMoM.

YV3acanvueno ocmnosni acnexmu OisibHOCHI NPUKOPOOHHO20 3A20HY (Y MENCAX CBOIX NOBHOBANCEHD) )
630A€MO0IT 3 THUUMU OpeaHamu ma niopo3oinamu cyo ekmie 6opomvoOU 3 MEPOPUIMOM O] ONEPAMUBHOSO Ui
epexmugHO20 peazysanis Ha MEPOPUCMUYHT 3a2PO3U.

Po3pobneno cmpykmypuy cxemy nobyoosu cucmemu 8UaeieHHs NPUKOPOOHHUM 3A20HOM MEPOPUCTULHUX
BUKJIUKIG T 302PO03.

Pesynomamu docniooicenns mosxcymo Oymu UKOPUCAHI 0N NIOGUUEHHS ehekmusHocmi peanizayii
3ax00i8, nepedbadeHux O0epicasHol0 NONIMuKol y cgepi GopomvOu 3 MeEPOPUIMOM, 3MIYHEHHS
AHMUMEPOPUCTUYHOI  3axuuyeHocmi i 0e3neku O0epiHCABHO20 KOPOOHY, BOOCKOHANEHHA OisbHOCHI
NPUKOPOOHHUX 3A20Hi6 | niopo30inie Jlepoicasnoi npukopOOHHOT CydicOu y KOHmMeKcmi npomuoii cyyacHum
3a2Po3am HA 0epAHCABHOMY KOpOOoHi Yrpainu.
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