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The article substantiates the relevance of improving the effectiveness of systems for countering radio-controlled
explosive devices deployed on automotive and armored vehicles of Ukraine’s security and defense forces under the
conditions of modern combat operations. It is shown that existing approaches do not adequately account for the
combined impact of operating modes of radio-technical equipment and the formation of multispectral demasking
signatures, which reduce the counter-intelligence protection of military equipment.

An integral indicator for evaluating the effectiveness of radio-controlled explosive device countermeasure
systems is proposed, based on normalized criteria and the Euclidean metric, which enables comparison of
alternative solutions according to their degree of proximity to an ideal system. The obtained results provide a
scientific basis for enhancing the combat survivability of automotive and armored vehicles and for increasing the
overall level of state security of Ukraine.
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Statement of the problem. The experience gained from combat and special operations conducted during
the repulsion of the armed aggression of the Russian Federation has demonstrated that radio-controlled
explosive devices (RCEDs) are among the most widespread and dangerous means of attack actively employed
by the adversary under contemporary combat conditions. The primary targets of such devices are automotive
and armored vehicles (AAVs) of the security and defense forces, which directly affects unit combat capability,
the level of personnel protection, and the ability to accomplish assigned operational and combat tasks. This, in
turn, has a significant impact on the effectiveness of mechanisms for ensuring the state security of Ukraine.

Electronic warfare (EW) systems intended to detect and block RCED control channels have proven their
effectiveness; however, assessing the overall effectiveness of their application remains a complex task.
Existing methodologies predominantly consider only individual parameters — such as the probability of signal
detection, the probability of neutralization, or system reaction time — which does not provide a comprehensive
assessment of the protection level under diverse tactical conditions and varying resource constraints. At the
same time, the employment of EW assets and RCED countermeasure systems generates additional
multispectral demasking signatures (radio-frequency, thermal, acoustic, and vibrational), which directly affect
the counter-intelligence (reconnaissance) protection of AAVs by increasing the probability of their detection
by adversary technical reconnaissance assets.

Thus, a scientific and practical problem arises due to the absence of a comprehensive methodology that
would allow simultaneous assessment of the effectiveness of RCED countermeasure systems, the impact of
operating modes of radio-technical equipment, and the level of counter-intelligence protection of AAVs as a
determining factor of combat survivability and as an element of the state security assurance mechanism.

Analysis of recent research and publications. Issues related to countering RCEDs and electronic warfare
consistently remain at the center of attention in NATO and U.S. military doctrines and standards, which
emphasize the necessity of a comprehensive assessment of the effectiveness of actions in the electromagnetic
spectrum (see doctrinal materials FM 3-36 and the updated FM 3-12) [6-9]. NATO review publications also
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highlight the role of electromagnetic operations in ensuring mission accomplishment and force resilience in

modern operations [13].

Practical approaches to the validation of RCED countermeasure systems (e.g., CREW / vehicular jammers)
in open technical literature are primarily based on field trials and empirical effectiveness metrics, as reflected
in studies and reports by JHU/APL [11]. Market and technology reviews emphasize typical architectures of
automotive and armored jamming systems; however, they do not provide a generalized multicriteria metric of
performance effectiveness [12]. At the same time, standards and guidelines for testing the impact of the
electromagnetic environment (AECTP-500 / STANAG 4370) establish a regulatory framework for replicable
measurements and verification of results on military equipment [8—10].

From the perspective of mathematical tools, the most relevant class of methods for constructing an integral
indicator is multicriteria decision-making (MCDM). The concept of an “ideal point” or “utopia point,” which
underlies the TOPSIS method, makes it possible to measure the proximity of an alternative to the ideal solution
and its distance from the anti-ideal within a normalized criteria space [1-3]. A key element in the correct
construction of such assessments is the normalization of heterogeneous criteria (benefit-type and cost-type),
which significantly affects the stability of the final ranking. This issue is examined in detail in comparative
studies of normalization techniques and MCDM methods [4, 5].

Thus, the methodological conclusions derived from the literature review can be summarized as follows:

there is a need for a harmonized integral indicator for RCED countermeasure systems deployed on
automotive and armored vehicles;

the application of MCDM/TOPSIS logic with normalization of heterogeneous characteristics and
measurement of Euclidean distance to the ideal point is methodologically justified;

regulatory and testing documents provide a basis for the verification of such integral indicators under field
and proving-ground conditions [1-5, 10-13].

In open publications and analytical materials on countering UAVs/RCEDs, additional emphasis is placed
on the need for rapid adaptation of EW operating modes and consideration of tactical and technical variability
of threats — factors that make the use of adaptive weighting schemes and sensitivity analysis important in the
construction of integral indices [14]. In socio-security literature (reviews on IED and IED threats), it is
emphasized that the protection of equipment and personnel is directly related to state security, which further
substantiates the applied orientation of the developed integral indicators [15].

Therefore, based on the analyzed sources, the application of the proposed approach (normalization —
determination of the ideal solution — measurement of the weighted Euclidean distance — transformation into
an integral index) is substantiated for constructing an integral indicator of the effectiveness of RCED
countermeasure systems as a tool for assessment and decision-making in the context of ensuring state security.

The purpose of the article. The purpose of this study is the theoretical substantiation of an integral
indicator for evaluating the effectiveness of radio-controlled explosive device countermeasure systems
deployed on automotive and armored vehicles of security and defense force units as a key mechanism for
enhancing the level of state security of Ukraine, taking into account their impact on the counter-intelligence
(reconnaissance) protection of AAVs and overall combat survivability.

Summary of the main material. The indicators used to evaluate radio-controlled explosive device (RCED)
countermeasure systems can be divided into several groups, structured according to the operational needs of
the troops. The list of these indicators may be modified and expanded depending on the specific characteristics
of RCED countermeasure systems.

1. Threat detection indicators.

1.1. Probability of detecting the RCED control signal. The higher the probability of initial signal detection,
the shorter the reaction time and the lower the risk of vehicle damage; therefore, the degree of influence is
critical.

1.2. Selectivity of receiver chains. The ability to separate RCED control signals from interference and non-
hostile channels determines the accuracy of threat classification; thus, the degree of influence is high.

1.3. Scanning bandwidth. A wider spectrum enables detection of diverse RCEDs, including FPV drones
and IEDs with non-standard control channels; therefore, the degree of influence is high.

1.4. Resistance to adversary signal masking. If the system is capable of identifying signals masked as radio
noise or civilian frequencies, the probability of threat penetration is reduced; hence, the degree of influence is
critical.

2. Control channel neutralization (jamming) indicators.
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2.1. Probability of successful suppression. This is a decisive factor directly affecting the actual
neutralization of the threat; the degree of influence is critical.

2.2. Interference stability under dynamic conditions. The ability to maintain jamming during drone
maneuvering or frequency changes determines EW effectiveness; the degree of influence is high.

2.3. Countering multi-target attacks. Simultaneous response to multiple drones or control channels ensures
unit survivability; the degree of influence is critical.

2.4. Universality with respect to RCED types. The ability to operate against various FPV models,
improvised devices, and standardized munitions provides operational advantage; the degree of influence is
high.

3. Temporal parameters.

3.1. System reaction time. The faster the transition from detection to suppression, the lower the probability
of a successful strike; the degree of influence is critical.

3.2. Continuous operation duration. The ability to operate without overheating determines suitability for
prolonged operations; the degree of influence is medium.

3.3. Mode switching speed. Rapid adaptation between detection and suppression modes increases
effectiveness in a changing tactical environment; the degree of influence is high.

3.4. Control command latency. Any delays may reduce system accuracy; the degree of influence is medium.

4. Spatial parameters.

4.1. Maximum jamming range. Greater range enables earlier loss of adversary control over the munition;
the degree of influence is critical.

4.2. Angular coverage sector. Full (360°) coverage minimizes blind zones; the degree of influence is high.

4.3. Altitude coverage range. Essential for countering FPV drones attacking from different altitude layers;
the degree of influence is high.

4.4, Stability in complex terrain conditions. Terrain obstacles degrade jamming effectiveness; system
compensation is required; the degree of influence is medium.

5. Spectral capabilities.

5.1. Operating frequency range. A broader spectrum increases the likelihood of detecting non-standard
control systems; the degree of influence is high.

5.2. Capability to track frequency hopping. Since adversaries actively use frequency hopping, the ability to
follow it is critical.

5.3. Adaptive spectrum scanning algorithms. Automatic adaptation to emerging threats improves reaction
speed; the degree of influence is high.

5.4. Compatibility with friendly communication systems. Preventing suppression of friendly channels is
essential; the degree of influence is critical.

6. Demasking signatures (impact on reconnaissance protection).

6.1. Electromagnetic emissions. Active EW operation increases radio-frequency visibility of AAVs; the
degree of influence is critical.

6.2. Thermal signature. Component heating affects thermal reconnaissance; the degree of influence is high.

6.3. Acoustic and vibrational noise. Generator noise and vibrations may be detected by seismic sensors; the
degree of influence is high.

6.4. Optical manifestations. Reflections from surfaces and indicators may be visible to reconnaissance
drones; the degree of influence is medium.

7. Impact Indicators on the Reconnaissance Protection Coefficient (RPC).

7.1. Increase in radio-frequency visibility. Active transmitters significantly reduce RPC; the degree of
influence is critical.

7.2. Increase in thermal visibility. Especially relevant at night or during winter; the degree of influence is
high.

7.3. Enhancement of acoustic and vibrational background. This increases vulnerability to counter-artillery
and acoustic reconnaissance systems (e.g., Penicillin); the degree of influence is high.

7.4. Reduction of the integral RPC. RCED countermeasure systems may simultaneously protect and demask
vehicles; the degree of influence is critical.

8. Operational indicators.

8.1. Mean Time Between Failures (MTBF). Fewer failures ensure operational stability; the degree of
influence is high.
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8.2. Resistance to climatic conditions. Rain, dust, and frost may reduce system effectiveness; the degree of
influence is medium.

8.3. Resistance to vibration and shock. AAVs operate under harsh conditions; the degree of influence is
high.

8.4. Operation under partial damage. Maintaining functionality after damage is crucial in combat; the
degree of influence is critical.

9. Energy and logistics indicators.

9.1. Power consumption. High loads increase the risk of vehicle system failures; the degree of influence is
medium.

9.2. Mass and dimensions. Excessive size may limit maneuverability; the degree of influence is high.

9.3. Requirement for additional power sources. Increases logistical complexity; the degree of influence is
medium.

9.4. Maintainability. The speed of module replacement determines combat readiness; the degree of
influence is high.

10. Tactical and operational indicators.

10.1. Compatibility with standard communication systems. Operation must not block friendly radio
channels; the degree of influence is critical.

10.2. Effectiveness while moving and during firing. The system must operate reliably under combat
dynamics; the degree of influence is high.

10.3. Performance in various combat scenarios. Versatility increases overall unit effectiveness; the degree
of influence is high.

10.4. Safety for friendly forces. Interference must not affect friendly UAVs; the degree of influence is
critical.

The selection of effectiveness indicators for RCED countermeasure systems and the assessment of their
degree of influence were conducted using an expert-based method involving specialists in electronic warfare,
combat employment of AAVs, RCED countermeasures, and technical reconnaissance. The expert evaluation
was carried out in several stages: preliminary identification of factors affecting system performance;
assessment of their relative importance under various combat scenarios; and ranking of indicators according
to their impact on overall protection levels. Each indicator was evaluated based on frequency of manifestation
in real conditions, magnitude of impact on the probability of AAV damage, interdependence with other
parameters, and optimization potential. The resulting expert assessments were aggregated using weighted
averaging, enabling the formation of a coherent indicator set and quantitative determination of their influence
within the developed methodology.

The presented indicators describe heterogeneous aspects of RCED countermeasure system performance
and counter-intelligence (reconnaissance) protection of AAVs. Many indicators differ in physical nature and
dimensionality, making direct comparison impossible. Therefore, to correctly apply selection, ranking, and
integration procedures into a single generalized criterion, adequate normalization is required, ensuring
transformation of all variables into a unified dimensionless scale and eliminating the influence of heterogeneity
[16, 17].

The normalization problem can be formalized as follows:

F: {Mj}]_ = {M’j}]_ 7[0,1] - %, (1)
where F/ — is the mapping Mj in M’ 7 to be determined;
M; — is the characteristic of the j -th RCED countermeasure system;

M ,j — is the normalized characteristic of the j-th system;

J —is the index set of compared systems;
A —is the set of real numbers.
The mapping F represents the first stage of the transformation process and implements the proportional
selection method for evaluated RCED countermeasure systems.
The problem of evaluating and selecting alternatives based on a set of normalized metric characteristics
can be interpreted as follows. In the R” space of indicators, an ideal RCED countermeasure system is defined.

It is represented by an ideal point or utopia point. Given the standardized form of normalized indicators, the
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coordinates of this point are a set of ones (1, 1, ..., 1), i.e., n ones. The ideal system corresponds to one of the
vertices of the n-dimensional unit hypercube G,”. Any real RCED countermeasure system can also be
represented as an n-dimensional point within the same space; however, the probability that it coincides with

the ideal point is negligible, meaning that real systems are always located inside the hypercube G,".

Thus, RCED countermeasure systems can be compared based on their proximity to the ideal solution. In
other words, the introduced distance (metric) between the ideal and real systems allows assessment of their
quality: the closer a system is to the ideal point, the higher its quality as evaluated by the entire set of
characteristics [18].

In this context d Mi,M].) , the distance (metric) is defined as a non-negative real-valued function satisfying

the standard metric axioms:

d(M;M;) = 0YM;M;€Gy ; )
d (MZ.,M].) =0 M,=M,; 3
d (Ml.,M].) =d (M ].,Ml.) ; (4)
d(M;M;) <d (M My) +d (Mg, M;) (5)

where M;,M;, M} — the vectors correspond to normalized metric characteristics of the i-th, j-th, and k-th RCED

countermeasure systems, respectively, within the unit #-dimensional hypercube G,".
For comprehensive evaluation of RCED countermeasure systems, the Euclidean distance is used as the
metric definition, which determines the form of the composite indicator:

n '

(MMo) = |, (M- M)| ®

i=1

The selection criterion for the best alternative follows the rule that a smaller numerical value of the distance
from the system representation point to the ideal point corresponds to a better RCED countermeasure system.

Expert assessments and contemporary studies on multispectral observation and masking [17, 18] indicate
that radio-frequency manifestations associated with the operation of EW, RCED countermeasure, and
communication systems have the most significant negative impact on reconnaissance protection. Therefore,
the combined use of expert methods, mathematical relations (1) — (6), and the generalization of combat
experience of the Defense Forces of Ukraine enabled the development of a scientifically grounded mechanism
suitable for practical application—from optimizing EW/RCED operating modes to forecasting AAV
vulnerability under various scenarios and forming management decisions that effectively contribute to
ensuring and enhancing the level of state security.

Conclusions

The relevance of the study is determined by the fact that the effectiveness of radio-controlled explosive
device (RCED) countermeasure systems directly affects the combat resilience and survivability of automotive
and armored vehicles of Ukraine’s security and defense forces and, consequently, their ability to successfully
perform assigned tasks in ensuring national and state security. The conditions of modern high-technology
warfare, characterized by the widespread use of remotely controlled means of attack, require a scientifically
grounded integral approach to assessing the effectiveness of such systems. The level of their performance
largely determines the degree of risk reduction for personnel, equipment, and critical infrastructure of the
security and defense forces, thereby forming an important component of Ukraine’s comprehensive state
security assurance system.

An integral expression for evaluating the effectiveness of RCED countermeasure systems deployed on
automotive and armored vehicles of security and defense force units has been further developed. Unlike
existing approaches that primarily account for individual parameters (probability of detection, probability of
suppression, or reaction delay), the proposed expression is based on a multifactor metric that integrates
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spectral, tactical-technical, radio-technical, and counter-intelligence protection parameters into a single
integral indicator. This enables quantitative determination of the overall protection level of vehicles under
different combat employment conditions and supports evidence-based decision-making regarding the
optimization of RCED countermeasure systems, thereby strengthening a key component of the comprehensive
state security assurance system of Ukraine.

Further research should focus on developing a mathematical model for the rational allocation of financial
resources within the RCED countermeasure system. This would contribute to the formation of specific
elements of Ukraine’s comprehensive state security assurance system, particularly by enhancing the resilience
of the security and defense forces to high-technology threats, improving defense resource planning, and
advancing integrated RCED countermeasure capabilities.
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THTETPAJIbHUHM TIOKA3HUK E@EKTUBHOCTI CUCTEMHU IMPOTH/IIT
PAIIOKEPOBAHUM BOENMPUIIACAM HA ABTOBPOHETAHKOBII
TEXHIII NIIAPO3A1JIIB CHUJI BE3IIEKH TA OBOPOHU

Y emammi 3anpononosano memooonoziio oyinku epexmusHocmi cucmem 3HeUKOONMCEHHs PAdiOKePOBAHUX
ooenpunacie (PKBII) six kpumuunozo enemenmy cucmemu 6e3nexu niopo3oinie Hayionanvna eeapoia Yrpainu.
Mema oocnidsicenns — po3pobumu Gopmanizosany MamemMamuymy mooeib, aKka 00360/5€ NOPIBHIOBAMU DI3HI
3pa3Ky MEeXHIYHUX MA OP2AHI3AYIUHO-MEXHIYHUX DileHb 3a CYKYNHICMIO KpUumepiis, ypaxosyouu sk 6otiosy, max
i exonomiuny OoyinbHicms ix euxopucmanus. OcHo6Hi 3a60anns: 1) eusHAuUMU KIIOYO06I MeXHIUHI, MAKIMUKO-
eKCNyamayititi, HGOpMayitiHo-aHANIMUYHI, YIPABIIHCHKI, NI020MO8Ui, eKOHOMIUHI, cmaHoapmu3ayitiHi ma
HAOIUHICHT NOKA3HUKU 1K CKIAO06I IHMESPAIbHO20 NOKA3HUKA ehexmuerocmi; 2) cihopmanizyeamu anieopumm
HOPMYBAHHS, 38AJCYBAHHA 1 aAcpecy68aHHs MNOKA3HUKIG, 3) 3anponounysamu opmyny 0OUUCIEHHS NUMOMOT
epexmusrHocmi  «epexmusHicmv/gumpamuy; 4) noxazamu npoyedypy 6iocigy HeegheKmueHuUx 3paskis;, 5)
nobyodyeamu mooenb po3nooily pecypcié MidC 3pazkamu ma cmaoisimMu JICUMMEBO20 YUKTY I3 YDAXYBAHHAM
0100d1cemuux  0oMmedicevb;,  6) NPOOEMOHCMPYS8AmMU HA NPUKIAOL  OEKLIbKOX —AlbMEePHAMUE  PO3PAXYHOK
iHMe2panbHO20 NOKA3HUKA MA NUMOMOI ehekmugrHocmi; 7) OOLDYHMY8amu YNpasiiHCbKi pilieHHs Woo0o
npiopumesayii Qinancysanus, 8) npodemoncmpysamu HyuKicms mooeni 0as adanmayii 00 3MiHeHux ymos, 9)
OYIHUMU NPAKMUYHY OONYCHUMICIb MOOeE 071 BIICKOBOI NPAKMUKU.

Ak memoou docniddicenns ooparo bazamoxpumepianvrull ananiz (MCDM), gopmanizayito ma HOpmy8anHs
NOKA3HUKIG, N00OY008)Y THMeSPATIbHUX MA NUMOMUX IHOEKCI8 eqheKmUBHOCI, a MAKOMC iMIMayitiHull po3paxyHoK
HA YMOGHUX NpuKiadax. Y pesyaomami npogedeHoeo 00CHiOdiCeHHs 0YI0 6CIMAHOGIEHO, WO PO3POOIEHA MOOeTb
00360J1€ KIIbKICHO NOPIGHIOBAMU PI3HI 3PA3KU CUCMEM 3aXUCTTY A 0OIPYHMOBAHO NPUUMAMU DiUeHHs U000
ixHboeo inancysanns, Mooepuizayii abo ugody 3 excniayamayii. KoHkpemuuil npukiad 0eMOHCMPYE, W0 3pA30K
i3 HatieuWUM AOCOTIOMHUM DiBHEM eeKMUBHOCH MOICe MAMU HUNCHY NUMOMY eqheKmuUHICMb HidC Oeuledulil
KOMRAEKC, — ye GIOKpUmuUtl Wisix 00 onmumizayii gumpam 6e3 3HA4H020 3HUNHCEHHSL 3AXUCHUX SIKOCEIl.

3anpononosana memoouxa mosice 6ymu UKOPUCMARA O/ CMPAMESIYHO20 NIAHYBAHHI Y CeKMOpi be3nexku ma
000pOHU, hopMmyearHs B100HCeny Ha 030POEHHA A CEYIaNbHY MEXHIKY, OYIHIOBAHHS PeAIbHUX 3A2P03, A MAKOHC
071 A0anmueHo20 YNpPAaeiiHHs pecypcamu nioposoinie HI'Y.

Knrwwuosi cnosa : Oepocasna besnexa, mexawnizm 3abe3nedenHs, asmoOpPOHEeMAHKO8A MeXHIKA, PO36I0Y8aNlbHA
3axuujeHicmo, npomudis padiokeposanum boenpunacam, Oe3niIomHi 1emaibHi anapamu, 8UAGNEeHHs, KoepiyicHm,
MOHIMOPpUHe, padiomexHiuHa NOMIMHICMb, NIOBUWEHHS eQheKMUBHOCTI, THMeSPATbHULL NOKA3HUK, HOPMOBAHULL
Kpumepiti, e6K1i008a Mempuxa.
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