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The article provides a systematic analysis of threats and risks affecting critical infrastructure facilities of
the State Border Service of Ukraine. It substantiates the relevance of ensuring the stability of critically
important facilities of the border agency, on which border security, the state's defence capability, and the
stability of management, communication, logistics and life support systems directly depend, both in everyday
conditions and under special legal regimes. It is revealed that modern threats to critical infrastructure
facilities of the State Border Service of Ukraine are complex and multidimensional in nature and include
military, terrorist, man-made, cybernetic, information-psychological and socio-economic factors.

The results obtained allow us to determine the priorities for protecting critical infrastructure facilities,
optimise the allocation of resources and form the basis for building an integrated risk management system in
the State Border Service of Ukraine. The proposed approach provides the opportunity to identify vulnerable
elements in a timely manner, predict threats, and develop preventive and compensatory measures. The
practical implementation of the research results will be an important condition for increasing the resilience
of the critical infrastructure of the border agency, ensuring its continuous and effective functioning both in
everyday conditions and under special legal regimes.
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Statement of the problem. The events of the last decade in Ukraine, namely the armed aggression of the
Russian Federation (hereinafter referred to as the RF) and the introduction of martial law in 2022, have led to
a significant increase in the range of threats that undermine the border security and defence capability of the
state, its socio-economic stability and other vital national interests. In the current conditions of large-scale war,
the issue of ensuring the stability and security of critical infrastructure facilities (hereinafter referred to as CIF)
in the security and defence sector (hereinafter referred to as SDS), in particular the State Border Guard Service
of Ukraine (hereinafter referred to as the SBGS), which plays a key role in ensuring the security and protection
of the state border (hereinafter referred to as the SB), maintaining the country's defence capabilities and the
stability of the integrated state border management system of Ukraine.

The critical infrastructure of the SBGS is an integral part of the national security system, as it ensures the
performance of tasks in the integrated management system of Ukraine's state border, the organisational
stability of management systems, communications, information and logistics networks, etc. Threats directed
against such objects are complex in nature and combine military, terrorist, cyber, information and
psychological, man-made and other factors. Their implementation can lead to a violation of the organisational
stability of management systems, loss of functional capacity of the State Border Guard Service, reduction in
the effectiveness of operational and service activities (hereinafter referred to as OSA) and destabilisation of
work in general.

In the current environment, there has been a significant increase in the level of threats directed specifically
at the critical infrastructure of the border agency. These threats are characterised by high dynamics of
manifestation, complexity of forecasting and potentially serious consequences.

At the same time, the specific nature of the State Border Guard Service's activities entails particular risks
related to the geographical location of facilities, the degree of their engineering protection, the level of technical
equipment and dependence on external communications and supplies. Given the situation described above,
there is an urgent need to create a scientifically based system for identifying, classifying and analysing threats
and risks to critical infrastructure facilities of the State Border Guard Service. This will allow for the timely
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identification of vulnerable elements, assessment of risk levels, and development of effective mechanisms for

preventing and minimising negative consequences.

Solving this problem through scientific means will contribute to the improvement of legal, organisational
and technical measures to protect critical infrastructure facilities of the State Border Guard Service, increase
its organisational stability, especially in conditions of special legal regimes, and ensure the continuity of
management activities. In view of the above, conducting research dedicated to analysing threats and risks to
critical infrastructure facilities of the State Border Guard Service of Ukraine is relevant, timely and a logical
continuation of the authors' previous research.

Analysis of recent research and publications. The issue of ensuring the security of critical infrastructure
has long been one of the priority areas of research for Ukrainian scientists. An analysis of recent publications
on this topic [ 1-12] shows a steady increase in attention to critical infrastructure protection issues in the context
of national security, particularly in the context of the introduction of special legal regimes. This interest is
driven by the need to ensure the stability of state institutions, components of the SDS and their management
systems in the face of constant hybrid threats.

Despite the significant number of scientific works devoted to the problems of state critical infrastructure
security, the issues of comprehensive and systematic analysis of threats and risks to critical infrastructure
facilities of the State Border Service of Ukraine remain insufficiently researched. Scientific publications by
specialists [13—14] consider certain aspects of the problem, in particular, the analysis of risks and the
development of a methodological framework for their assessment in conditions of martial law. At the same
time, such studies are mostly fragmentary in nature and do not form a comprehensive scientific concept for
assessing threats and risks in different conditions of the State Border Guard Service's operation.

There is still no systematic approach that would combine risk analysis in the everyday conditions of the
State Border Guard Service and in conditions of special legal regimes, which significantly complicates the
formation of an effective critical infrastructure security management system. In this context, it is important to
conduct research aimed at identifying, systematising and assessing potential threats and risks to critical
infrastructure facilities of the border agency, as well as developing an analytical basis for building risk
management models. The results obtained will be of great practical importance — they will contribute to
increasing the level of stability of the functioning of the critical infrastructure of the State Border Guard Service
in its daily activities and under special legal regimes.

The purpose of the article is to conduct a systematic analysis of threats and risks to critical infrastructure
facilities of the State Border Guard Service in the context of everyday activities and special legal regimes for
the purpose of their further identification, assessment and management within the risk management system.

Summary of the main material. Critical infrastructure of the State Border Guard Service is considered in
the article as a set of facilities, their parts and systems that are important for ensuring border security and
managing the state border of Ukraine, the disruption of which could harm the vital national interests of the
state and have a significant negative impact on national security, defence and the functioning of society [18].

The functioning of such objects is accompanied by a wide range of threats of various kinds. In this context,
it is advisable to analyse existing classifications of threats to critical infrastructure and, based on the results of
such an analysis, propose an author's classification of threats. Such research is of practical importance for the
development of effective measures to counteract and protect the critical infrastructure of the State Border
Service of Ukraine in the current conditions.

An analysis of foreign experience shows that the classification of threats to critical infrastructure in different
countries has both common features and significant national differences, which is due to the specifics of the
security situation, state policy priorities and the level of infrastructure development. Thus, in the United States,
threats are defined as natural or man-made phenomena, entities or actions that can cause harm to life,
information, property, etc., with priority attention focused on cyberattacks, terrorist acts and natural disasters.

In European Union countries, the approach to threat classification is based on the principles of the European
Programme for Critical Infrastructure Protection, which identifies cyber threats, terrorism, criminal acts, man-
made accidents and natural hazards. Germany offers a more detailed classification that covers natural
phenomena (floods, storms, droughts, earthquakes, avalanches, etc.), human error and technical failures, as
well as terrorist acts and criminal activities aimed at disrupting the functioning of critical infrastructure. In
France and the United Kingdom, the emphasis is on cyber threats and terrorist acts, with specialised agencies
coordinating countermeasures and analysing intelligence data. In Northern and Eastern European countries,
particularly Denmark and the Netherlands, CCI threats are viewed through the prism of emergencies, accidents
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and crisis management, while in Romania the classification is based on natural, accidental and intentional

threats [15].

This experience shows that, regardless of the specific country, the classification of threats to critical
infrastructure is based on a systematic approach that takes into account the sources of threats, their types and
their potential impact on the functioning of critical infrastructure facilities. At the same time, specific
approaches to identifying and prioritising threats are developed taking into account national specifics, the
security situation and the technological characteristics of the state. For Ukraine, and in particular for the critical
infrastructure facilities of the State Border Guard Service, aspects related to modern military aggression,
missile and drone strikes, sabotage, cyber threats, and information and psychological influences are important.

Based on international approaches and the specifics of the functioning of the State Border Guard Service,
it is advisable to identify the main categories of threats and risks of their realisation, taking into account both
traditional sources of danger (natural, man-made, criminal) and modern factors of military and hybrid
influence.

Table 1 presents the author's classification of threats to critical infrastructure facilities of the State Border
Guard Service, which will serve as an analytical basis for risk assessment and risk management system
development.

Table 1 — Classification of threats to critical infrastructure facilities of the State Border Guard Service of

Ukraine

political threats

shelling, occupation of territories with
important infrastructure, disruption of
logistics supply chains, etc.

Category Typical scenarios (vectors) Nature of impact
of threats of threat realisation on the CIF of the State Border Service
1 2 3
Military and Missile and drone strikes, artillery | Physical destruction of structures and

equipment of strategic importance for the
security and defence capability of the state,
damage to personnel, disruption of
continuity of  functions, logistics,
destabilisation of the situation in the
country, etc.

Terrorist and
sabotage threats

Physical attacks on border guards,
checkpoints, planting of explosive devices
or arson, sabotage of transport and energy
infrastructure in the border area

Disabling facilities, disrupting operations,
causing local destruction, creating panic
and undermining trust in state authorities,
etc.

Natural and
climatic threats

Natural disasters (earthquakes, floods,
storms, hurricanes, landslides, forest fires),
climate change, epidemics and pandemics

Damage to infrastructure, physical
integrity of structures, complications in
movement and supply, threats to the life
and health of personnel (reduced working
capacity), reduced staffing levels (due to
illness or injury), disruption (damage) to
communications, etc.

Operational
threats

Natural wear and tear of engineering
structures and communications, failure or
malfunction of equipment due to violations
of technical maintenance regulations, non-
compliance with operating rules, personnel
errors during maintenance or operation,
use of poor-quality materials or
components, lack of backup systems or
insufficient level of their readiness

Partial or complete failure of critical
infrastructure elements, reduced efficiency
of life support systems, communications,
energy supply, interruption or reduced
stability of facilities, increased repair and

restoration costs, increased risk of
accidents, fires or other man-made
emergencies

Man-made
threats

Man-made accidents at energy facilities,
leaks of hazardous substances, explosions,
fires at production facilities; technical
failures, transport disruptions; failures in
communication, water and heat supply
systems, etc.

Loss of power supply, disruption of
transport and logistics links, failures in
control systems, failure of technical
systems, etc.
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Cyber threats | Hacker interference, cyberattacks on | Unauthorised alteration or distortion of
information and communication systems, | information (data integrity), access to
DDoS attacks, malicious software, data | confidential information, disruption of
theft or destruction, manipulation of | management  systems, data  loss,
automatic control systems disorganisation of management processes,

distribution of malicious software, etc.
Criminal Destruction of border infrastructure, | Violation of the legal regime of the border,
(criminal) attacks (capture) of service facilities and | violation of the security of facilities and
threats deployment points personnel, destabilisation of logistics, loss

of material resources, complications in
control, etc.

Information and
communication
threats

Information and psychological operations
(IPO),  disinformation,  propaganda,
psychological pressure on personnel

Compromising reputation and
undermining public trust, destabilising the
work of units, reducing the morale of
personnel, erroneous decisions, internal
destabilisation, panic, etc.

Socio-economic

Corruption, underfunding, staff shortages,

Disruption of the continuity of CIF

threats rising energy or fuel costs, budget cuts for | operations, increased operating costs, non-
infrastructure maintenance, dependence | compliance with safety and maintenance
on imports of critical materials, financial | standards due to resource constraints,
crimes (fraud, money laundering, other | leading to a cascade of operational and
illegal financial transactions) man-made threats, complications in the
implementation of projects and tasks,
limitations on the modernisation and
maintenance of CFI, etc.
Management | Absence or inconsistency of emergency | Reduced effectiveness of security systems,
(administrative | response plans, insufficient coordination | delayed or inadequate response to
and between management bodies, services and | incidents, increased likelihood of other
organisational) | departments, deficiencies in the internal | threats materialising, loss of control over
threats control system, low qualifications of | units in crisis situations, etc.
personnel, staff shortages, violations of
security ~management or  response
procedures.

The proposed classification of threats to critical infrastructure facilities of the State Border Guard Service
is based on a comprehensive analysis of the current challenges faced by the state and the border agency directly.
Its relevance lies in its ability to provide a comprehensive approach to threat analysis, covering both traditional
and contemporary factors arising in the context of martial law and hybrid warfare. This approach is based on
the principles of systematicity, comprehensiveness, analysis of cause-and-effect relationships, adaptability,
and relevance to the border sphere. It allows not only to systematise threats and take into account all possible
aspects of their impact on critical infrastructure objects of the State Border Guard Service, but also to
effectively allocate resources to prevent and neutralise negative consequences.

At the same time, for the practical application of the analysis, it is also necessary to analyse the risks, which
will allow assessing the probability of specific threats materialising and the potential scale of their impact.

Such an analysis serves as the basis for building a risk management system, developing preventive
measures, and setting priorities in ensuring the security of the border agency's critical infrastructure.

In previous studies [16], the authors developed a classification of CIF based on the following key
characteristics: functional purpose; level of criticality (importance for functioning); degree of vulnerability
and nature of threats; spatial and territorial characteristics; type of resources ensuring functioning; types of
potential threats; degree of protection.

It should also be noted that in studies devoted to the management of CIF risks, it is expedient and
methodologically correct, in the authors' opinion, to use the same or similar names for categories of threats
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and corresponding categories of risks. This approach is based on the logical connection between sources of
potential danger and the possible negative consequences of their realisation. In this context, a threat is
considered to be an event or set of conditions that may have an undesirable impact on CIF, while risk is defined

as the probability of this threat being realised in combination with the scale of possible consequences.

That is why the authors of the article synchronised the names of the categories: for example, military-
political threats correspond to military-political risks, man-made threats to man-made risks, cyber threats to
cyber risks, etc. Such terminological consistency simplifies the structuring of analytical materials and ensures
the logical unity of the classification. At the same time, it is important to emphasise that the coincidence of
names does not mean the identity of content: a threat describes a potential impact, while a risk characterises
the possibility and expected consequences of this impact. Thus, the use of identical categories of threats and
risks is justified, increases the structure of the analytical process and ensures the methodological compatibility
of the risk management model in the State Border Guard Service system.

Based on the results of the analysis, it is possible to summarise them in the form of a matrix "risk object —
types of risks — importance for functioning — criticality category" (Table 2).

Table 2 — Risk matrix for critical infrastructure objects of the State Border Guard Service

Objects Types of risks Criticality category in
of risk accordance with regulatory
documents [17], [18]

Engineering and technical Military-political; terrorist and II

structures of the state border sabotage; natural and climatic; (vital)
operational; man-made; criminal
(criminal)

Technical means of state border | cyber risks; operational; natural and II

protection climatic; military and political (vital)

Communication systems cyber risks; information and I
communication; military-political, particularly (critically)
terrorist; sabotage important

Management and control objects | cyber risks; military-political; I
terrorist; sabotage; organisational; particularly (critically)
operational important

Logistical objects military-political; terrorist; sabotage; II
organisational; man-made; (vital)
operational; socio-economic

Life support facilities military-political; terrorist; sabotage; II
organisational; man-made; (vital)
operational; natural and climatic

Security facilities terrorist; sabotage; criminal 11
(criminal); military-political; man- (vital)
made; organisational

Logistical support facilities military-political; terrorist; sabotage; 1T
man-made; operational; socio- important
economic; organisational

Social infrastructure facilities military-political; terrorist; sabotage; v
socio-economic, operational; man- necessary
made

Analysis of the above matrix allows us to draw a number of general conclusions about the structure of risks,
categories of criticality and priorities for managing the security of critical infrastructure facilities of the State
Border Service of Ukraine.

1. General risk structure. The critical infrastructure facilities of the State Border Guard Service of Ukraine
have a complex, multi-level risk structure that covers virtually all categories defined by the classification. The
most common are:
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— military and political risks — characteristic of all facilities without exception, reflecting the current state
of military threat and armed aggression against Ukraine;

— terrorist and sabotage threats — present in the vast majority of facilities, in particular in the system of
security and protection of critical infrastructure, management and logistics;

— operational and man-made risks — inherent in engineering, technical, logistical and rear facilities,
indicating the need for enhanced technical control, maintenance and modernisation;

— cyber risks and information security risks — concentrated in communication, management and technical
control systems, i.e. in segments that ensure the stability of the management circuit of the State Border Guard
Service.

2. Main patterns and trends:

— the highest density of military-political, man-made, sabotage and terrorist risks is observed at the level
of I-1II categories of criticality of facilities, which determines the priority of their protection;

— there is a stable interdependence of risks of various natures. For example, the destruction of facilities as
a result of hostilities (military-political threat) can provoke man-made accidents or communication disruptions
(cyber risks, information risks);

— organisational risks have a significant impact on the stability of Category II-1II facilities, especially in
terms of logistics, resource management and coordination between departments.

— risks with a lower criticality category (III-1V) act as a multiplier of the overall vulnerability of the system,
as their cumulative effect can reduce the ability to respond quickly and restore critical elements.

Conclusions

The study found that the issue of risk analysis in the field of critical infrastructure protection of the State
Border Guard Service of Ukraine is insufficiently developed in the scientific community, despite its particular
relevance. The study confirmed that the critical infrastructure of the State Border Guard Service of Ukraine is
a system-forming element, on whose resilience and security the effectiveness of the protection and defence of
critical infrastructure depends.

The main categories of threats and risks have been identified, which are complex in nature and cover
military-political, sabotage, terrorist, man-made, cyber, information, socio-economic and organisational
factors.

The most critical impact is exerted by military-political, terrorist, sabotage, man-made and operational
risks, the realisation of which could cause a systemic disruption of the State Border Guard Service's
functioning. The study clarifies the essence of the concepts of "threat" and "risk" as basic elements of the
critical infrastructure security management system.

The proposed classification of threats and risk matrix will enable systematic assessment of the criticality
of objects and determination of priorities for their protection depending on their importance for the functioning
of the agency and the state as a whole.

The results of the analysis confirm the need to create an integrated risk management system in the State
Border Guard Service, which would provide for continuous monitoring, assessment, prevention and
minimisation of the consequences of the realisation of threats. The practical implementation of the research
results will contribute to increasing the resilience of the critical infrastructure of the State Border Guard Service
and the integrated management system of Ukraine's state border, both in everyday conditions and under special
legal regimes.
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B. O. Topiunuii, B. B. 3ano:x, I. B. Hlamkyn

AHAJII3 3AT'PO3 I PU3UKIB U1 OB’€EKTIB KPUTUYHOI IHOPACTPYKTYPU
JEPKABHOI ITPUKOPJOHHOI CJIYKBH YKPAIHHN

Y cmammi 30iticneno cucmemmnull amaniz 3aepo3 i pusuxie, WO GHIUBANOMb HA 00 €KMu KPUmMuyHoi
ingppacmpyxmypu [epowcaenoi npukopoonuoi caysxcou Yxpainu. Ob6IpyHmoeano axmyanvHicms npodiemu
3abe3nevenHss CMIUKOCmi QYHKYIOHYBAHHA KPUMUYHO BANCIUBUX 00 €KMI8 NPUKOPOOHHO20 BIOOMCMBA 6
NOBCAKOCHHUX YMOBAX MA 8 YMOBAX OCOOIUBUX NPABOSUX DENCUMIB, 6i0 AKUX 6€3N0CePeOHbO 3aNedHCUmMb
npuKopOOHHA be3neKa, 000POHO30aAMHICIb Oepiicasy, CMadIIbHICb CUCMEM YIPAGIIHHS, 368 A3KY, T02ICMUKU
ma orcummesabesneyenus. Poskpumo, wo cyuacwhi 3azposu 0 00 ’€kmieé KpumuuHoi iH@pacmpykmypu
epoicasnoi npukopoonnoi ciysicou Yxpainu maromes KOMAIEKCHUU, 6A2amoSUMIPHUL XapaKmep i 6KIH0UAIOMb
B0EHHI, MEPOPUCMUYHT, MEXHO2EHHI, KiDepHemUyHi, iHOPMAYItIHO-NCUXON02IUHT MA COYIANbHO-eKOHOMIYHI
YUHHUKU NPOSIBY.

IIpoananizoeano naykosi oxcepena 3 npobaemamuru 6e3nexu Kpumudnoi inghpacmpyxmypu ma 8useieHo
HEeOOCMamHill PiGeHb KOMHIIEKCHOCMI 6 Ni0X00ax 00 OYIHIGAHHS PU3UKIE came Y NPUKOPOOHHIU cepi.
Hazonoweno, wo icnye nompeba y cmeopenui yinicno2o nioxody 00 aumanizy 3azpo3 i pusuxie 0isi 00’ ekmis
Kpumuynoi ingppacmpyxkmypu Jeporcasnoi npukopdounoi cayscou Yrpainu, sxuil 6 nocomysas acnexkmu
NOBCAKOEHHOI JiANbHOCMI MA QYHKYIOHYBAHHS 8 YMOBAX OCOOIUBUX NPABOGUX PENCUMIE.

Y meosicax Odocnioocenns ymouneno CymHicCmb HOHAMb «3A2p03a» MaA «PU3UK» K 0A308UX eleMeHmis
cucmemu ynpaeiinHs 6e3nekor Kpumuunoi iHgpacmpykmypu. 3anponoHo8ano a8mMopchbKy Kiacuixayiro
3aepo3 0nst 06 ’ekmie Kpumuunoi ingpacmpyxmypu JIICY. Jns kosicnoi kamezopii eusHaweno munosi
KOMNIEKCHOCI, a0anmueHOCHI Ui NPAKMUYHOI CHPAMOBAHOCHI MA 8PAX08YE MINCHAPOOHULL 00CBI0 3aXUCHTY
KpumuyHoi ingppacmpyxmypu.

Pospobreno ysacanvheny mampuyio pusuxie 06’cxkmie kpumuunoi ingpacmpykmypu epoicasnol
NPUKOPOOHHOI cyoicou YKpainu, y AKitl cucmemamusz08ano munogi xameeopii pusuxie 3a 00’ ckmamu ma
susHaueno pieui ix Kpumuwnocmi. Auaniz mampuyi 3aceiouu OOMIHYBAHHS BO0EHHO-NOJIMUYHUX,
MEePOPUCMUYHUX, OUBEPCILHUX, KIDEPHEMUYHUX MA eKCHIYAMAYituHuX pusuKis, peanizayis sSKux Modce
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CIPUYUHUMU NOPYULEHHS OP2AHI3ayitiHOl CMIUKOCMI CUCmeMu YAPAGHIHHSA MA 3HUNCEHHS eqheKmUeHOCmi

onepamueHo-cysHc6060i OisIbHOCI.

Ompumani  pesyromamu  00360J10Mb  GUSHAYUMU — Hpiopumemuy  3axucmy o0’ €kmie KpumudHoi
inpacmpyxmypu, onmumizyeamu po3nooin pecypcie ma gopmysamu 0cHogy 0Jisi nob6Y008uU iHmMe2posanoi
cucmemu ynpaeninHa pusuxamu 6 Jlepocashiti npukopOoHuiu cayoicOi Vrpaiwu. 3anpononosanuti nioxio
3a6e3neyye MONCIUBICIb CBOEUACHO20 BUABICHHS YPA3IUBUX eeMeHMIB, NPOSHO3YBAHHS 3A2P03, PO3POOIEHHS
NpeseHMUBHUX | KOMNEeHCAYiliHuX 3axo0is. llpaxmuune 6npoeadicents pe3yibmamis O00CHIONCEHHA CmaHe
BAINCTUBUM YUHHUKOM NIOBUWEHHS CMIUKOCI KPUMUYHOT IHOPACMPYKMYPU APUKOPOOHHO20 Gi00MCMEd,
3abesneyyrouu ii OesnepepeHe ma eekmusHe QYHKYIOHYBAHHA K Y NOBCAKOCHHUX YMO08ax, max i 3a Oii
0COOUBUX NPABOBUX PENHCUMIE.

Knrouosi cnoea: /lepsicasna npukopOouna ciyicoa Yxpainu, oepocasHutl KopooH, NPUKOPOOHHA be3nexda,
OpeaHizayiiina CcmiuKicmb, Kpumuura IiHgpacmpykmypa, 3axucm o00°€Kkmie, 3acposu, PusuKu, aHalis,
Kaacughikayis, pusuK-meHeoHNCMenm, YNPaeiiHHs.
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